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ABSTRACT The year 2020 has witnessed unprecedented levels of demand for COVID-19 medical equip-
ment and supplies. However, most of today’s systems, methods, and technologies leveraged for handling
the forward supply chain of COVID-19 medical equipment and the waste that results from them after usage
are inefficient. They fall short in providing traceability, reliability, operational transparency, security, and
trust features. Also, they are centralized that can cause a single point of failure problem. In this paper,
we propose a decentralized blockchain-based solution to automate forward supply chain processes for the
COVID-19 medical equipment and enable information exchange among all the stakeholders involved in their
waste management in a manner that is fully secure, transparent, traceable, and trustworthy. We integrate
the Ethereum blockchain with decentralized storage of interplanetary file systems (IPFS) to securely fetch,
store, and share the data related to the forward supply chain of COVID-19 medical equipment and their
waste management. We develop algorithms to define interaction rules regarding COVID-19 waste handling
and penalties to be imposed on the stakeholders in case of violations. We present system design along with
its full implementation details. We evaluate the performance of the proposed solution using cost analysis to
show its affordability. We present the security analysis to verify the reliability of the smart contracts, and
discuss our solution from the generalization and applicability point of view. Furthermore, we outline the
limitations of our solution in form of open challenges that can act as future research directions. We make
our smart contracts code publicly available on GitHub.

INDEX TERMS Blockchain, Ethereum, COVID-19, security analysis, forward supply chain, medical waste
management.

I. INTRODUCTION

The world has experienced unprecedented crises in 2020 due
to the COVID-19 pandemic. For example, worldwide trade
disruptions, slower economic growth, shortage of medical
supplies, equipment, and hospitals, and an overwhelmed
medical waste generation in hospitals. During the COVID-19
pandemic, a severe shortage of ventilators and personal safety
equipment for medical staff has been reported in many
hospitals in the USA [1]. A recent report reveals that the
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COVID-19 pandemic will cause the medical waste mar-
ket to grow beyond 16.62 billion by 2023 at a compound
annual growth rate (CAGR) of 3.8% [2]. The world health
organization (WHO) estimated that 15% of medical waste
is hazardous that can be infectious, radioactive, or toxic to
the environment. The handling of such infectious or toxic
medical waste produced by hospitals requires caretakers to
comply with safety rules and regulations during the handling
of such materials. The key objectives of such rules and laws
are to ensure the safety of frontline health workers. For
instance, inappropriate handling of the unprotected needles
that are used to treat infectious diseases such as HIV or
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FIGURE 1. An overview of forward supply chain and waste management
processes.

COVID-19 can cause the spreading of the disease [3]. Simi-
larly, in the recent COVID-19 pandemic, improper disposal
of the COVID-19 swab sticks or their use to test several
patients can be dangerous since it can cause the spreading of
the virus. Continuous monitoring of medical waste generated
by COVID-19 infected patients and compliance of health
provider’s actions with set rules using blockchain technology
can assist to efficiently handle medical waste. The data and
transactions stored on the blockchain are accessible to the
stakeholders involved in the forward supply chain and waste
management processes through distributed public or private
ledgers. The decentralization feature of blockchain increases
the trust among stakeholders as it eliminates the need to assess
the trustworthiness of the participants [4]-[6].

The forward supply chain involves the electronic order-
ing of medical equipment and supplies from manufacturing
to consumption in the hospitals/COVID-19 testing centers.
On the other hand, waste management of medical equip-
ment and supplies refers to those processes that are involved
in waste generation, collection, transportation, segregation,
and disposal and recycling [7]. Traceability and operational
transparency are the two main requirements of stakehold-
ers involved in the modern forward supply chain and waste
management practices of medical equipment [4]. The current
COVID-19 medical equipment and waste are handled and
managed by a vast network of manufacturers, distributors,
retailers, shippers, storage facilities, suppliers, and waste
treatment facilities who participate in the designing, produc-
tion, shipment, sales, and disposal. The knowledge about
what, where, and how the medical supplies and equipment
are manufactured, originated, shipped, and used throughout
their life cycle can significantly increase the trust among the
involved stakeholders [4], [8]. On the other hand, the pro-
cesses involved in waste management include collection,
transportation, treatment, storage, disposal, and recycling of
waste as highlighted in Fig. 1. Modern waste disposal and
treatment practices such as incineration, bioremediation, and
plasma gasification efficiently and systematically handle the
massive amount of generated waste to improve public health,
environment, and climate. The increased rate of urbanization,
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economic development, the world population growth, and the
rise in the standard of living in developing counties are major
causes of the amount, rate, and variety of generated waste
[9]. The transactions related to waste management and estab-
lishment of data provenance about the medical equipment
and supplies can be stored on the blockchain, which might
otherwise be reliant on centralized or paper-based systems
that are not trustworthy and prone to a single point of failure
or manipulation [4].

Most of the current technologies leveraged for managing
forward supply chain and waste disposal are mainly based
on cloud computing and the Internet of things (IoT) to cope
with domestic, electronic, and biodegradable waste problems.
For instance, the studies conducted in [10] and [11] employ
IoT technology to monitor and report the available storage
capacity of the waste bins deployed within a community.
After collecting waste bin data using IoT sensors, it is stored
on a central control server that processes it to identify and
enlist those bins whose remaining storage capacity is below a
certain threshold. It triggers a notification to the appropriate
shipper through a route optimization algorithm to ship the
waste. The existing cloud and the ToT-based systems used to
manage the forward supply chain of medical equipment and
their associated waste are incompetent in providing opera-
tional transparency, audit, verifiability, traceability, and iden-
tifying fraudulent documentation. Also, they are centralized
that makes them vulnerable to a single point of failure prob-
lem. In this paper, we propose a blockchain-based solution
that can manage the COVID-19 related medical equipment
along with their supplies and waste disposal after usage.
We implement safety rules to minimize the spreading of
COVID-19. Through auditing service, our proposed solution
issues penalties to the users for any non-compliance with
COVID-19 related rules. Our study does not focus on reverse
supply chain processes [7] as the COVID-19 related medical
equipment and supplies (e.g., PPE, swab sticks and swab
sample test tubes) are not recyclable to avoid the risk of
spreading of COVID-19. The main contributions of this paper
are as follows:

« We showcase an Ethereum blockchain-based approach
to trace and track the COVID-19 medical equipment and
supplies and their waste after usage in a decentralized,
secure, transparent, auditable, and trustful manner.

« We develop smart contracts along with algorithms to
automate and implement the services for the forward
supply chain management of COVID-19 related medical
equipment and supplies, their waste shipment, and assur-
ance of compliance with safety measures to minimize
the spread of COVID-19. We employ decentralized stor-
age of interplanetary file systems (IPFS) to overcome the
blockchain storage limitations.

« We test and validate the proposed approach against many
functionalities/services such as medical equipment order
handling, ownership transformation, inventory manage-
ment, waste shipment management, real-time waste
monitoring, issuance of penalties to stakeholders to
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assure safety compliant operations, to assess their cor-
rectness, practicality, and feasibility. We report the logs
on executing the transactions on the blockchain for each
functionality.

« We present transaction execution and computational cost
and security analysis of each function in the imple-
mented smart contracts to demonstrate the affordability
and reliability of the proposed solution. We outline sev-
eral important challenges and limitations acting as future
directions for new researchers.

« We propose a generic prototype solution that can be
implemented on both public and private blockchains
with minimal modifications based on the requirements
and preferences of existing healthcare industries. Our
implementation code can be publicly accessed via
GitHub repository. !

The remainder of the paper is organized as follows.
Section II discusses the related work. Section III presents
the proposed system along with sequence diagrams to show
the interactions of stakeholders with the system. Section IV
presents the implementation details. Section V tests and val-
idates the system for a set of scenarios. Section VI presents a
discussion on security and cost analysis and related research
challenges. Section VII concludes the paper.

Il. RELATED WORK

This section briefly discusses the recent developments and
proposals related to the forward supply chain of medi-
cal equipment and management of domestic and electronic
waste.

The forward supply chain processes of medical products
(e.g., equipment, devices, and medicines) aim to deliver
medical products timely and reliably to end users from the
source. The technology-driven approaches including RFID
tags, bar codes, near field communication (NFC), and seri-
alization can assist to track the medical products throughout
their forward supply chain phase in the healthcare industry
[12]. Blockchain-based solutions employed in the health-
care industry assist securely trace and track the medicines
from manufacturer to distributors to patients. In [13], authors
exploited the Gcoin blockchain to design a system that
can trace the drugs throughout their supply chain process.
It has digitized the operations involved in business processes
among manufacturers, wholesalers, pharmacies, and drug
consumers. The immutable logs of the transactions stored
on blockchain enable authorities to identify the counterfeit
medicines supplied to the hospitals. In [14], researchers have
proposed a framework that can provide safety to drugs,
and assures that the purchased medicines are manufactured
by an approved manufacturer. Establishing provenance data
about the medical equipment, similar to medical drugs, is the
main concern of the authorities as safety and quality of
medical equipment can affect human lives. In [15], [16],

1 https://github.com/AhmadKhalifaUniversity/Code/blob/main/
Registration
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authors identified and presented the participants involved in
blockchain-based systems to trace a medical device.

Traditional waste management systems do not offer incen-
tives to people to produce less amount of waste than what they
are producing. In [17], a flexible pricing and environmen-
tally friendly waste management system named Smart waste
management system (SWMS) was proposed. It introduces a
weight-based price estimation model to charge the service
cost to the waste producers. The SWMS employs IoT tech-
nology to monitor, measure, and collect waste-related data
about waste bins located in different geographical regions.
The central servers are designated to provide services to those
stakeholders (e.g., transportation companies) that need fast
read/write operations. The blockchain was used to assist the
users to make micropayments in a transparent and trusted
way with the least financial transaction cost overhead. The
drawback of the system is its incompetence to handle the
man-in-middle and DoS attacks in centralized-based services.

In [18], an Ethereum-based system called Electronic waste
management (EWM) was proposed that assures compliance
with waste disposal guidelines for electrical and electronic
equipment (EEE). The main stakeholders considered by the
proposed system for automating the EEE waste management
services include producer, consumer, and retailer of elec-
tronic components. The smart contracts calculate, record,
report, and provide incentives to the consumer for returning
the EEE waste to the retailer. The retailer-centered smart
contracts verify that the waste is received for all sold EEE.
The retailer ships the collected waste to the EEE producer
and assures that a portion of the EEE original cost is paid
to the consumer. The smart contracts calculate and impose
the penalties to the producer if waste is not collected from
retailers within the predefined period.

In [19], the authors proposed a 5G-enabled blockchain-based
system that assists in tracking electronic products throughout
their lifetime. The system employs an Ethereum blockchain
platform to implement and present a working prototype of
the system comprising of the manufacturer, supplier, retailer,
customer, and E-waste facility unit. Smart contracts of the
E-waste facility unit calculate and give incentives to cus-
tomers for channelizing their waste to dispose of it at the
E-waste facility. It requires all stakeholders to deposit escrow
(equivalent to the tax amount of the product) in a smart
contract wallet to force them to comply with the set rules.
The deposited amount along with incentives is returned to the
stakeholders when waste reaches the facility after evaluating
the stakeholder’s compliance with rules. The performance
assessment of the system in terms of system gas consumption
and throughput was not discussed in the study.

In [20], a working prototype of an Ethereum-based system
is proposed that assists the users in monitoring waste of solid
materials (e.g., computers and smartphones). Unlike [18],
[20] can continuously monitor and track waste on its trans-
portation through trucks to the waste storage factory. Key
external stakeholders of the architectural design of the pro-
posed system include a collection manager, storage manager,
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transaction manager, and treatment manager. The collection
manager generates and stores the QR code that refers to
a package holding solid waste material on the blockchain.
The transportation manager records the state, location, and
route information about the vehicle transporting solid waste.
The proposed system has used off-chain storage systems to
temporarily store encrypted data related to solid waste. The
system can be made more proficient by employing multiple
blockchain platforms to keep the balance between security
and throughput.

In [21], a prototype of an Ethereum-based system that can
track the waste across the border in a secure, tamper-proof,
and privacy-preserving way was presented. The sensitive and
non-disclosable information are stored locally to preserve
the privacy of data. For audit-critical data such as e-waste
type, assets, handler, and log of executed processes dur-
ing e-waste processing, treatment, and handling, it digitally
signs the data and transactions to further protect it. Through
smart contracts, authorities can audit and verify the reason-
ing of delay in reaching transportation between exchanged
locations, the volume of transportation, and the validity of
waste handling methods. This study can be further enhanced
by introducing incentives and penalties into it to force the
participating entities to observe the waste management rules.

The lack of operational transparency can cause frauds
that occur during the waste collection stage. The study con-
ducted in [22] proposes a framework for the traceability
of personal protective equipment (PPE) for medical staff
combating with COVID-19. In [23], the authors presented
a system that uses an image analysis-based technique to
identify the frauds related to waste collection. The proposed
study calculates the similarity index between the two images
that are captured at the garbage collection point and waste
bin tray, estimate the weight of garbage, location, and time
differences of two captured images, to identify waste-related
frauds. After calculating such data, it incentivizes the users.
It employed blockchain technology to securely transfer the
cryptocurrency to the users as an incentive for collecting
the waste. Another study conducted in [24] has proposed
a blockchain-based system to keep track of all remanu-
facturing/refurbishing processes to smartphones. However,
the authors have not discussed a solution to verify the frauds
related to remanufacturing/refurbishing processes.

In summary, none of the aforementioned studies has high-
lighted the need for improved transparency, efficiency, and
trust in the forward supply chain and waste management
of COVID-19 medical equipment. In contrast, this research
study proposes a blockchain-based solution that can assist the
stakeholders to trace and track the medical equipment such as
swab sticks and swab sample test tubes to verify their disposal
in a secure, transparent, trustful, decentralized, and auditable
way.

lIl. PROPOSED BLOCKCHAIN-BASED SOLUTION
In this section, we present a high-level design of the proposed
blockchain-based solution to manage COVID-19 medical
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equipment supplies and their waste after usage. Fig. 2 high-
lights the main stakeholders, system components, and actions
of the stakeholders involved in the management of medi-
cal equipment and their waste part. Further discussion is
provided in the following section.

A. SYSTEM PARTICIPANTS AND COMPONENTS

Herein, we briefly explain the responsibilities of each
participant involved in the forward supply chain of
COVID-19 medical equipment and medical waste generation,
handling, monitoring, and shipment. It also discusses the key
components of the system that facilitates the secure sharing
of data among participating stakeholders.

1) COVID-19 MEDICAL EQUIPMENT MANUFACTURER

The role of a medical manufacturer is to store details about the
newly manufactured medical equipment and supplies on the
blockchain. The most important data about the manufactured
medical equipment and supplies include product name, type,
cost, credentials of the manufacturer, manufacturing date,
design, composition, and certifying agency. A manufacturer
normally researches the current need and requirements of
the market to develop medical equipment. It surveys the
market to find the trusted raw material supplier and places
an order for the supply of raw material to manufacture med-
ical equipment and equipment. It assures that all necessary
documents such as specifications and certification records
regarding all manufactured medical equipment are available.
Also, the manufacturer should be genuine and all the details
about the valid license should be publicly made available.

2) DISTRIBUTOR

The responsibility of the distributor in the forward supply
chain of medical equipment and supplies used in COVID-19
screening centers is to revisit the market demand to purchase
equipment from the registered and highly reputed manu-
facturers. Thus, it acts as an intermediary between medical
equipment consumers such as COVID-19 screening centers
or hospitals and medical equipment manufacturers. A distrib-
utor aims that the order placed by the hospitals for the medical
equipment and supplies should be immediately fulfilled. It is
also responsible to create and prepare the lot of medical
equipment and ship them to consignees. It needs to be ensured
that the distributor should have a valid license to purchase and
sell medical equipment and supplies.

3) COVID-19 TESTING CENTER/HOSPITAL

COVID-19 testing centers/Hospitals are one of the consumers
of medical equipment and supplies (COVID-19 swab sticks).
Medical equipment and supplies are normally purchased
from the distributor or they are directly shipped from the
manufacture. COVID-19 testing centers/Hospitals generate
medical waste on testing the public for COVID-19 using
medical equipment and supplies such as nasal swab sticks.
The hospital staff temporarily stores medical waste in a safe
storage room. The waste handlers and nursing staff makes
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FIGURE 2. An overview of the proposed blockchain-based system for the forward supply chain and waste management of COVID-19 medical

equipment.

sure that the waste is managed in a safe way to comply with
standard operating procedures to deal with the COVID-19
pandemic. Later on, this medical waste is transported to the
waste treatment facility for processing and disposal.

4) MEDICAL WASTE SHIPPER

The medical waste generated in hospitals/COVID-19 test-
ing centers is shipped to the waste treatment facility via
third-party shipping services for treatment and disposal.
To comply with the COVID-19 standard operating proce-
dures, medical staff, and medical waste shippers having
COVID-19 symptoms are not allowed to handle medical
waste. However, those staff and shippers who have received
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COVID-19 vaccination can handle medical waste. Finally,
it should be assured that the bags carrying COVID-19 med-
ical waste are sealed properly, not mixed up with general
waste, and secure enough against human interaction during its
shipment.

5) MEDICAL WASTE TREATMENT FACILITY

The main responsibility of the manager in a medical waste
treatment facility is to ensure safe interaction with medi-
cal waste during its treatment and disposal stage. At the
medical waste treatment facility, COVID-19 medical waste
is handled carefully especially during the waste segregation
and processing phase to comply with the standard operating
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FIGURE 3. Sequence diagram showing the function calls and events between manufacturer and distributor.

procedures devised to interact with COVID-19 waste. The
medical equipment including nasal swab sticks and swab
tubes are disposed of at the medical waste treatment facility
since they are not recyclable, thereby minimizing the chances
of spreading COVID-19 disease.

6) REGULARITY AUTHORITY

The responsibility of the regularity authority such as the Food
and Drug Administration (FDA) is to register (on-chain) each
stakeholder (license) along with their role in the forward
supply chain of COVID-19 waste delivery. It also assures
that stakeholders perform actions in compliance with defined
rules and regulations. Moreover, it imposes penalties on the
stakeholder when an action that is non-complying with the
stated rules is noticed. For instance, it can suspend the license
of a participant such as a shipper if the COVID-19 waste is
not properly handled during its disposal or shipment.

7) DISTRIBUTED STORAGE

The participants of the medical waste management frame-
work can store large-sized files on the distributed storage
systems, such as IPFS, to overcome the scalability issues
of blockchain [25]. In our proposed system, large-sized
files related to COVID-19 medical equipment and supplies
management include medical equipment certification and
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specification files. These files are stored on the IPFS and
the hash of such files is stored on the blockchain ledger. The
immutability feature of blockchain enables the users to verify
the correctness of stored documents on the distributed storage
systems.

8) SMART CONTRACTS

Smart contracts replace the intermediaries and assure the
governance of rules as agreed upon by the participating
entities [26]. In this paper, we implement four major smart
contracts; namely, order management smart contract, the lot
and ownership management smart contract, Waste shipment
handler smart contract, and registration smart contract. All
these smart contracts constitute a set of functions that are
called when a certain event happens in the COVID-19 medi-
cal equipment supply chain.

B. SEQUENCE OF OPERATIONS
This subsection explains sequence diagrams showing the
function calls and blockchain-based events to automate the
processes involved in the traceability of COVID-19 related
medical equipment and their associated waste disposal.

The sequence diagram shown in Fig. 3 highlights the user’s
interaction with the system. All the participants are registered
on the blockchain using a registration smart contract which is
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FIGURE 4. Sequence diagram showing the function calls and events between distributor and COVID-19 hospital & testing center.

stored on the blockchain. The successful registration gives a
unique identifier to the stakeholder which needs to be used
in future for referring to the user or the services which are
associated with it. After successfully registering a user on
the blockchain platform, the distributor calls a function to
deploy the order manager smart contract. The order manager
smart contract is responsible for assisting the caller to place,
confirm, or reject an order related to COVID-19 medical
equipment and supplies. After a successful deployment of
the order manager smart contract, the distributor stakeholder
calls PalceOrderRequest function that as a result success-
fully places an order for the manufacturer to arrange medical
equipment and supplies such as COVID-19 swab sticks. As a
response, the manufacturer calls ConfirmOrder function to
accept/reject the medical equipment order request by the
distributor after analyzing the available medical equipment
and supplies stock. Manufacturer prepares a lot of medical
equipment and supplies and stores the details such as lot ID,
quantity, name, type, certification number, and quality of the
equipment on the blockchain platform. It also uses the IPFS
system to store large-sized medical equipment certification
documents and images of the shipping packages. It stores
the hash of these documents on the blockchain to assure the
authenticity of medical equipment. On successfully receiving
the medical equipment lot, the distributor notifies the man-
ufacturer by calling Confirm-ReceivingOf-RequestedOrder
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function. Finally, the distributor is promoted as the new owner
of the medical equipment lot by the manufacturer.

Fig. 4 captures the interaction between COVID-19 testing
center/hospital and medical equipment distributor. Each
entity in these systems is registered and represented by a
unique Ethereum address. The call to PlaceOrderRequest
function in order manager smart contract by the COVID-19
testing center places an order to the distributor to prepare
and ship the medical equipment. In response, the distributor
calls ConfirmOrder function to notify the COVID-19 testing
center about the availability of requested medical equipment.
An event is triggered by the smart contract to notify all
related stakeholders about the response of the distributor.
The distributor entity creates the lot and assigns new labels
to the existing packages to ship it to the COVID-19 testing
center. It also triggers Transfer-OwnershipRequest function
to make COVID-19 testing center a new owner of the medical
equipment lot. In contrast to Fig. 3 and Fig. 4, Fig. 5 captures
the interaction between those stakeholders that control and
manage COVID-19 equipment related to medical waste. The
COVID-19 testing center calls ShipmentRequest function to
place a request to the certified shippers to ship the medical
waste to the medical waste treatment facility. The shipper,
in response, confirms its availability by calling ConfirmShip-
ment function. Also, the shipment management smart con-
tract notifies all the related entities about the response of
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the shipper. To comply with precautionary measures taken to
mitigate the spread of COVID-19, waste bags are required to
not be opened during its shipment. The shipper continuously
stores state and location data on the edge server. In response,
it calls Share-SensorsData function to store the location and
state of the medical bags on the blockchain. The state of
the waste bag indicates whether the bag was opened during
the shipment or not. The smart contract notifies the relevant
entities such as the medical waste treatment facility and
COVID-19 testing center about the updated data to track the
location and state of the medical waste during its shipment.
This data is used by the FDA to verify that the COVID-19
medical waste was handled properly during its transportation
to the medical waste treatment facility to minimize the spread
of COVID-19. It cancels the license of the shipper if the
COVID-19 medical waste is not handled properly.

IV. IMPLEMENTATION DETAILS

This section presents the implementation details of the pro-
posed blockchain-based approach. We use an Ethereum plat-
form to implement smart contracts to govern the business
activities of stakeholders. We use Remix IDE to develop,
deploy, and test the smart contracts. The smart contracts
developed to digitize the services of participating stakehold-
ers include registration, lot and ownership management, order
management, and shipment management.
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Algorithm 1 presents a procedure to place an order request
to the provider of COVID-19 related medical supplies and
equipment. It requires the caller to provide input data such
as the Ethereum address of the receiver of the medical
supplies and equipment, medical supplies quantity required,
the Ethereum address of each requested medical equipment,
name, and type to successfully initiate the request and notify
the participating stakeholders. It assures that only distribu-
tor or COVID-19 screening centers/hospitals can initiate a
request for the medical supplies and equipment. It rejects
any request for the medical supplies if initiated by any
unregistered and unlicensed distributor/COVID-19 screening
centers/hospitals. It records the order details such as type of
medical equipment and supplies requested, requested quan-
tity, OrderID, and Ethereum addresses of the receiver, equip-
ment, and the orderer stakeholders. It employs the secure
one-way hash function called Keccak256 that uses encrypted
strings to generate a unique, collisions free, and irreversible
identifier. Such a unique identifier to the medical equipment
and supplier order can be used to track and trace medi-
cal equipment and supplies order during its forward supply
chain management operations. The Keccak256 hash function
is the native algorithm used in Ethereum classic and other
Ethereum platforms. Moreover, it is fast, resource-efficient as
it does not have specific hardware requirements, and exhibits
a special property called avalanche effect that makes it

VOLUME 9, 2021



R. Wasim Ahmad et al.: Blockchain-Based Forward Supply Chain and Waste Management

IEEE Access

Algorithm 1 Placing an Order for Medical Equipment
and Supplies

Algorithm 2 Updating the Medical Equipment and Sup-
plies Inventory

Input : Equipment EA, Requested Quantity, Receiver
EA, Equipment Name, Equipment Type
Output: Emit OrderPlaced Event
1 if Caller is not Distributor or COVID — 19 Screening
Center then

2 The address of medical equipment and supplies
provider is invalid.
3 end
4 else
5 if Caller is Registered and holds a valid License
number then
6 Generate a padded byte string based on Caller
EA, Time, Equipment EA, Equipment Type, and
Equipment Name, using Abi.EncodedPacked
function.
7 Provide generated byte string as input to Keccak
256 to generate order identifier (Order ID).
Update order request status to Awaiting.
Emit an event to notify the stakeholders about
the successful placement of an order request
using the OrderID, EquipmentEA, ReceiverEA,
CallerEA, EquipmentType, EquipmentName,
CurrentTime, and RequestedQuantity.
10 end
11 else
12 Show an error and return the contract to the
previous state.
13 end
14 end

highly secure. In our solution, Abi.EncodedPacked function
is used to generate a padded byte string of the input data
including caller EA, time, equipment EA, equipment type,
and name. The Keccak256 hash function uses this byte string
to create a unique reference for each medical equipment and
supplies order. On successful execution, Algorithm 1 notifies
all the participating stakeholders about the awaiting/pending
request by emitting an event about registering the recent order
placement request.

The pending medical supplies and equipment requests
are accepted or rejected by the distributor/manufacturer.
Algorithm 2 highlights the business flow along with func-
tionalities performed in selling the medical supplies to the
orderer. It assures that only registered distributors and man-
ufacturers with a valid license number can sell the medical
supplies to the orderer for minimizing the fake drugs supply-
ing from the unlicensed manufacturer or distributor. The lock
variable protects the system from reentrancy attacks. The ini-
tial value of the lock is set to a non-zero integer value referred
to as Item. Before and after executing statements that manage
the medical equipment and supplies stock, the lock variable is
updated accordingly to assure that only one instance of a user
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Input : Orderer EA, Quantity Requested, Lock
Output: Emit InventoryUpdated Event

1 if Caller is not Distributor or Manufacturer then
2 The sender of medical supplies is not authorized.
3 end
4 else
5 if Receiver and Caller are Registered and holds a
valid License then
6 if Lock == Item then
7 Set Lock to 0.
8 Get current value of AvailableStock in
system.
9 if AvailableStock > QuantityRequested then
10 AvailableStock = AvailableStock-
QuantityRequested.
11 Set SoldQuantity to QuantityRequested.
12 end
13 else
14 ‘ Not enough items are available in stock.
15 end
16 end
17 else
18 ‘ Another data operation is in process.
19 end
20 end
21 else
22 Show an error and return the contract to the
previous state.
23 end
24 Emit an event to notify the stakeholders about the
selling of the medical supplies and equipment to the
orderer using the SellerEA, SoldQuantity,
OrdererEA and Time.
25 Reset Lock to Item.
26 if AvailableStock == NULL then
27 self destruct the deployed smart contract.
28 end
29 end

can access such data at a time. After preparing the medical
equipment and supplies lot to ship to the orderer, the remain-
ing medical equipment and supplies stock is updated by
subtracting the requested quantity of medical equipment and
supplies from the total available medical supplies stock. The
participating stakeholders are notified about the sold medical
equipment quantity and recipient of the order by emitting an
event to record Ethereum addresses of seller and receiver, sold
quantity, and current wall clock time.

Medical equipment is used for screening, swab check-
ing, and providing treatment to the people suffering from
COVID-19. The medical waste is generated once such med-
ical supplies or equipment (e.g., COVID-19 swab sticks) are
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Algorithm 3 Initiating a Request for Shipment of the
Medical Waste
Input : Shipper EA, Weight of Waste, Waste Pickup
Time, Sensors State Data, COVIDTestResult,
Status Order, Equipment EA
Output: Emit ShippingRequestPlaced Event
1 if Caller is not COVID — 19 TestingCenter | Hospital
then
2 The waste generating entity is not authorized.
3 end
4 else
5 if COVIDTestResult == +VE then
6 Request for waste shipment is not guaranteed
since COVID-19 test result of the selected
Shipper is positive.

end

else

Set StatusFlag to False.

10 Generate a padded byte string based on Shipper
EA, COVID-19 Screening Center EA, Weight of
Waste, Waste Pickup Time, and Current Time,
using Abi.EncodedPacked function.

11 Provide generated byte string as input to Keccak
256 to generate shipment identifier (Shipment
ID).

12 Update current status order to Pending.

13 end

14 Emit an event to notify the stakeholders about the

successful placement of a shipment request using the
ShipmentID, ShipperEA, CallerEA, WeightofWaste,

EquipmentEA, and SensorsStateData.
15 end

used in hospitals. This medical waste requires an immediate
service to ship it to the medical waste treatment centers
for disinfection and disposal. Algorithm 3 highlights the
procedure along with system functions and logs to place a
medical waste shipment request. This algorithm can only be
triggered by the COVID-19 testing centers/hospitals as shown
in step 1 of Algorithm 3. It assures that the potential shippers
of the COVID-19 medical waste should be registered, they
have a valid license and recently tested negative for COVID-
19 to further minimize the chances of COVID-19 spreading.
A shipment identifier is created using a hashing algorithm
(SHA-3) along with a pending shipping status to track the
shipment request. The secure hashing algorithm (SHA-3)
has two versions; namely, Ethereum SHA-3 and the official
SHA-3 standard. The former version is also known as Kec-
cak256. In our proposed approach, each waste shipment order
is referenced by a unique shipment identifier which is gener-
ated by the Keccak 256 hash function. Keccak 256 generated
such an identifier by using an encoded byte string. Many
parameters such as shipper EA, COVID-19 screening center
EA, weight of waste, waste pickup time, and current time, are
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used as input to the Abi. EncodedPacked function to produce
the encoded byte string. This unique identifier serves as a tool
to trace and track the medical equipment and supplies waste
to assure that it is handled in compliance with COVID-19
related rules to restrict the virus from spreading. The ship-
ment order request to the waste shipment company includes
a set of parameters including waste pickup time, waste pickup
location, order status, shipper address, the weight of the
shipment package, a hash of the medical waste images, sen-
sors state, and unique identifier of the medical equipment
waste. The data collected using sensors attached to the waste
bags are referred as sensors state data in Algorithm 3. The
sensors continuously monitor the state of COVID-19 waste
bags and issue a transaction on the blockchain (i.e., violation
count) on identifying any unauthorized attempt to open the
COVID-19 waste bags. Similarly, the status order variable
as highlighted in Algorithm 3 represents the most recent
status of the waste shipment order, which can be pending,
accepted, rejected, shipping, reached, and received, depend-
ing on the COVID-19 waste management stage. After the
successful execution of Algorithm 3, the variable status order
is set as pending. The COVID test result variable holds the
most recent COVID-19 test result of the shipper. The status-
Flag parameter is set as false in Algorithm 3. This variable
is used by the smart contract functions to verify that the
request for the waste shipment is placed successfully by the
COVID-19 screening center. On successful execution, it noti-
fies the related stakeholders about the details related to this
transaction by emitting an event.

The shipper confirms the shipment request of the
COVID-19 screening center or hospital and starts the ship-
ment. Algorithm 4 highlights the actions performed by
the shipper during transportation of the waste related to
COVID-19 medical supplies and equipment. Before data
uploading, the system verifies that the current status of the
waste shipment (line 1-2 in Algorithm 4) is accepted. After
this verification process, it allows the shipper to periodically
upload the shipment location and waste container’s state on to
the chain until the waste reaches the medical waste treatment
unit. It updates the shipment status to shipping to notify
the related stakeholders about the shipment. On reaching
the terminal of the waste treatment unit (identified using
ShipmentReachedFlag variable), it updates the status of the
shipment to “reached’ to inform the participating entities.
It stores the logs of the events about the location and status of
the shipment.

The rules to overcome COVID-19 from spreading have
already been formulated to provide guidelines to the busi-
ness personnel. Strict compliance with such rules by issu-
ing penalties to the business stakeholders can significantly
minimize the COVID-19 from spreading. Algorithm 4 suc-
cessfully recorded the state of waste during its handling on
the blockchain. Algorithm 5 analyzes the data related to the
state of the waste during its handling and suggests penalties
as well. It also proposes the FDA/Owner to invalidate the
license of the relevant stakeholder. It uses the violation count
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Algorithm 4 Monitoring and Storing Data Related to the
Current Location and State of the Medical Waste

Algorithm 5 Auditing the Stakeholder Operations to
Issue Penalties

Input : Shipment ID, Current Location, WastelD,
Sensors State Data, Shipment Reached Flag,
Waste Shipment Status

Output: Emit ShipmentStateandlocationUpdated Event
if WasteShipmentStatus! = Accepted then

‘ Request of the COVID-19 center is rejected.
end
if Caller is not a Shipper then

‘ Medical waste shipper entity is not recognized.
end
else
if ShipmentReachedFlag == False then

‘ Set WasteShipmentStatus to Shipping.
end
else

‘ Set WasteShipmentStatus to Reached.
end
Update CurrentLocation of shipment to
Get .CurrentLatitudeandLongitude.
Replace SensorsStateData with new sensors
readings.
16 Emit an event to record ShipmentID,
ShipmentStatus, CurrentLocation, ShipperEA,
CurrentTime, and SensorsStateData.

o X NN R W N =

I U = S e S
W N =D

-
wm

17 end

Input : Shipper EA, Violations Count, Weight
Difference, Shipper License ID
Output: Emit PenalityStatusUpdated Event
if Caller is not Owner or FDA then
‘ Only system Owner or FDA can perform this action.
end
else
if Shipper is Registered then
if ViolationsCount > Threshold OR
WeightDifference! = O then
Set PenaltyStatusResult to True.

A U AW N -

;N

8 Propose to cancel licence.
9 end
10 else
11 ‘ Set PenaltyStatusResult to False.
12 end
13 Emit an event to notify the stakeholders about

the penalties imposed on the shipper using
ShipperEA, ViolationsCount, and

ShipperLicenselD.
14 end
15 else
16 Shipper is not registered.
17 end

18 end

and issues the penalties to the shipper if the violation count
is greater than the threshold. Also, it verifies and issues a
penalty to the user if the weight difference between shipped
and received waste is different. After successful execution,
it emits and event by triggering a transaction to record
shipper EA, violations count, and shipper license ID to the
blockchain.

V. SYSTEM TESTING AND VALIDATION

In this section, we present system testing and validation
details. We explain all the functions and their outputs when
they are executed in the Remix IDE environment.

The proposed blockchain-based system is developed and
rigorously tested to verify that the rules implemented in smart
contracts are not violated during the business processes exe-
cution among system users. More specifically, it validates the
behavior of functions implemented in smart contracts based
on a set of inputs and scenarios. The modifiers are used for
the function to assure that only authorized users can call a
particular function. It generates an error when it recognizes
unauthorized access to call a function. Many events are imple-
mented in smart contracts that transparently record the logs of
the transactions when they are executed. Finally, the entities
of the system including smart contracts, system users, and
medical equipment and supplies are uniquely identified using
their Ethereum addresses. This system can be used to trace the
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medical equipment and supplies from their manufacturing till
the waste disposing stage. The use of penalties for breaching
the rules during COVID-19 waste handling can significantly
control the spread of COVID-19.

Each entity in the system is represented by a unique
Ethereum address. Table 1 highlights the Ethereum addresses
of the participating stakeholders. Also, it has assigned
Ethereum addresses to each medical equipment or sup-
plies to identify it. For instance, we have assigned the
“0 x 4B0897b0513fdC7C541B6d9D7E929C4e5364D2dB™
Ethereum address to refer to the swab stick used to diag-
nose COVID-19. However, the system can be updated by
employing barcodes or QR-codes as identifiers of the medical
equipment and supplies to track them. The lot or batch of
the medical equipment and supplies order is represented by a
unique identifier generated by the Keccak256 algorithm.

A. FORWARD SUPPLY CHAIN OF MEDICAL EQUIPMENT
AND SUPPLIES

This section presents a few results about the forward supply
chain management of medical equipment and supplies to
highlight the correct working of our proposed system.

Fig. 6 shows the results on executing the PlaceOrderRe-
quest function of the OrderManager smart contract in remix
IDE. PlaceOrderRequest function enables the participants
such as medical equipment distributor and COVID-19 testing
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TABLE 1. Ethereum addresses for participants.

Stakeholder Name

Ethereum Address

Medical Equipment Manufacturer
Distributor

COVID-19 Testing Center
Medical Waste Shipper

Medical Waste Treatment Facility

0x78731D3Ca6b7E34aC0F824c42a7cC18A495cabaB
0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db
0xAb8483F64d9C6d1EcFIb849Ae677dD3315835¢cb2
0x617F2E2fD72FD9D5503197092aC168c91465E7f2
0x17F6ADSEf982297579C203069C1DbfFE4348¢372

FDA 0x5B38Da6a701c568545dCfcBO3FcB875t56beddC4

[vm] from: @x4B2...C@2db

transaction hash

0 to: OrderManager.PlaceOrderRequest{address,uint256,address,string,string) @x358...D5eE3
value: @ wei data: ©x551...00000 logs: 1 hash: 8x1b@...1df18

status true Transaction mined and execution succeed

@x1bBdea’c32d34805422b39e467bcb81bfa877e043228dd551eafF5ads9sldf1s O

from ©x4820993Bc481177ec7E8FS71ceCaE8A9e22¢02db| O

to OrderManager.PlaceOrderRequest(address,uint256,address,string,string)

Ox358AA13¢c52544ECCEF6BOADDAFBO1012ADADSES (1]

logs [ { "from": "@x358AA13c52544ECCEFEBOADDOF801012ADADSEE3", "topic™:
"@xde85181baeee94960a2f71c111e1b8227c11ee78dccald3793231F98179b55¢0",
“event”: "OrderPlaced”, “"args": { "@":
"@xScfecee6d30db6e74c7bd789184c9caas62bd614F42856a1Fd16a3e2627583d7", "1":
"@x78731D3Ca6b7E34aC8F824c42a7cC18A495cabaB™, "2": "COVID-19 Swab Testing
kits™, "3": "@x4BO897beS13fdC7C54186d907E929C4e5364D2dB", "4": "2300", "S":
"@x4B20993Bc481177ec7E8F571ceCaEBA9e22C02db", "6": "1609830742", "OrderlD":
"@xScfecee6d30db6e74c7bd789184c9caas62bd614F42856a1Fd16a3e2627583d7",
"ReceiverEA": |"@x78731D3Ca6b7E34aCOF824c42a7cC18A495cabaB”,
"Medicalequipmentname”: "COVID-19 Swab Testing kits"”, "MedicalequipmentEA™:
"@x4Be897b8513fdC7C541B6d9D7E929C4e5364D2dB", "LotSize™: "2380", "OrdererEA”™:
"@x4B20993Bc481177ec7E8F571ceCaEBA9e22C02db", "time": "16@9830742" } } ]

FIGURE 6. Logs showing the successful order placement by the distributor for medical equipment

and supplies.

center to register a request for system participants responsible
to arrange and supply medical supplies and equipment such as
COVID-19 swab testing kit. In the presented result in Fig. 6,
PlaceOrderRequest function is triggered by the distributor
stakeholder of the proposed system. The system validates the
identity of the distributor to verify that it is a registered user
and holds a valid license number. Since the distributor gets
the medical supplies from the manufacturer, hence system
verifies that the receiver of this function call should be the
manufacturer stakeholder. On successful execution of this
function, an event named Orderplaced is emitted that stores
the transaction log on the blockchain. The transaction log
includes medical equipment EA, OrderID, Equipment Name,
requested LotSize, and address of the order receiver.

On successfully executing the PlaceOrderRequest func-
tion, the system sets the status of the transaction to pend-
ing, thereby enabling the users to view the current status
of the order for medical equipment. The receiver of the
order can examine the needs and requirements of the order
request (in offline mode), and it notifies the orderer about its
response using on-chain resources. Fig. 7 shows the result in
executing the ConfirmOrder function of the OrderManager
smart contract. The manufacture uses this function to publish
its response by either accepting or rejecting the distributor
request. This function is triggered by the manufacturer stake-
holder only since the orderer entity in Fig. 6 is a distribu-
tor. On successful execution of the ConfirmOrder function,
the manufacturer response is recorded on the blockchain by
emitting an event called OrderReceived. This event stores
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the updated status of the order along with the OrderID that
was generated by the PlaceOrderRequest function. The pre-
sented result in Fig. 7 shows that the medical supplies request
transaction was successfully accepted by the manufacturer.

After accepting the order request, the manufacturer updates
the record of medical supplies inventory based on the lot size
requested by the distributor. In the orderManager smart con-
tract, the Updatelnventory function is responsible to assure
that the stock available in the store can fulfill the requirements
of the distributor. Further, it updates the remaining medical
supplies stock by subtracting the requested quantity from
the available stock. On successful execution, as can be seen
in Fig. 8, it emits EquipmentSoldtoOrderer event to record
the logs on blockchain to show that medical supplies are
sold out to the distributor. It records the address of the dis-
tributor, quantity sold, available quantity, Ethereum address
of the medical supplies, and the time when this action is
performed. After updating the inventory, the ownership is
transferred and the distributor is updated as the new owner.
Fig. 9 shows the result of executing the TransferOwnership
function of the orderManager smart contract. The system
verifies that only the shipper of the medical supplies can call
the TransferOwnership function. In our case, this function
was called by the manufacturer. On successful execution of
this function, an event is emitted and it stored the type and
Ethereum address of the new owner, e.g., distributor.

After successful execution of TransferOwnership, Con-
firmReceived function is called by the medical equipment
orderer (i.e., distributor). Before ConfirmReceived function
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[vm] from: ©x787...cabaB to: OrderManager.ConfirmOrder(bytes32,bool) ©x358...D5eE3
value: @ wei data: ©xc45...00001 logs: 1 hash: 0x627...dfe7e

"OrderID":

status true Transaction mined and execution succeed
transaction hash 9x627F19ab66c7aed86ebbadb12d558d1d17¥bla3f23df8dd8c9edb67ccad7dfe’e fis]
from ©x7873103Ca6b7E34aCOF824c42a7cC18A495¢caba8 = O
to OrderManager.ConfirmOrder(bytes32,bool)
Ox358AA13c52544ECCEF 1012ADADSeE3 [
logs [ { "from": "@x358AA13c52544ECCEFEBRADDRFE01012ADADSEES", "topic™:

"@x7911d3e33ea22efca6a7d349370a83ab384c214048076837a23443e95das8eel”,
"event”: "OrderStatusUpdated™, "args”:
"@x5cfocoe6d30dbbe74c7bd789184c9caas62bd614F42856a1Fd16a3e2627583d7", "1": 1,
"@x5cfoc8e6d30dbbe74c7bd789184c9caas62bd614F42856a1Fd16a3e2627583d7",

“NewStatus™: 1} } ]

{ "e":

o ©

FIGURE 7. Logs showing the order confirmation by the manufacturer for medical equipment and

supplies.

[vm] from: ©x787...cabaB

status

transaction hash

from

to

logs

"EquipmentEA":

"1609833259" } } ]

to: LotOwnershipManager UpdateInventory(address,uint256) @xd7B...28414 value: 0 wei
data: Oxdfe...0000d logs: 1 hash: 0xe69...bd692

true Transaction mined and execution succeed

Bxe6925baSe64722cad55a2f3e72472faaf7b804664ef593F9397Fde8332bbd692

©9x78731D3Ca6b7E34aCOF824c42a7cC18A495cabaB

LotOwnershipManager.UpdateInventory(address,uint256)

[ { "from™: "@xd7863981A38ACEBS@7354DF5b51945bacbe28414™, "topic™:
"@x98fb2e5088d61bFf7781F42f0dF5120789ea63bf70a34687d8daefdebaddedbs”™,
“event”: "InventoryUpdated™, "args": { "@":
"@xd7863981A38ACEBS507354DF5b51945bacbe28414™, "17:
"@x4820993Bc481177ec7EBFS71ceCaEBA9e22CO2db", "2": "13", "3": "1609833259"
"@xd7B63981A3BACEBSO7354DF5b51945bacbe28414”,
"@x4B8209938c481177ec7E8F571ceCaE8A9e22C02db", QuantitySold”: "137, "Time":

0

()

o ©

FIGURE 8. Logs showing the inventory updating about COVID-19 related medical equipment and

supplies.

status

transaction hash

[vm] from: ©x787...cabaB to: LotOwnershipManager transferOwnership(address) ©xd7B...28414
value: @ wei data: @xf2f...c02db logs: 1 hash: Ox6e/.../bas2

true Transaction mined and execution succeed

8x6e7bb39678705e8935079a5¢76255ecSed29cSbcc6a578c9abl6dIcbaze7bas2

©x7873103Ca6b7E34aCOF824c42a7cC18A495cabaB

LotOwnershipManager.transferOwnership(address)
Oxd7B63981A38ACEBS87354DF5b51945bacbe28414

[ { "from": "@xd7863981A38ACEBS@7354DF5b51945bacbe28414™, “topic™:
"@x29a0d3ddedefd8d1c336e3d647F18784e9a66b3adB8823c6a1726a60feecS5caed”,
"event”: "OwnershipTransferred”, "args™: { "@":
"@x4B20993Bc481177ec7E8F571ceCaEBAYe22C02db", "1":
"1609833719", "NewOwnerEA": "@x4B20993Bcd481177ec7E8f571ceCaEBA9e22CB2db™,

"OwnerType™: "Distributor”, "Time":

[

[

[

"Distributor”, "2":

"1609833719" } }] © ©

FIGURE 9. Logs showing the transferring of ownership to the distributor.

execution, shipment order status must be previously set as
accepted. On successful execution of this function, an event
called OrderReceived is emitted that logs the OrderID.

Fig. 10 refers to a scenario wherein the order for medical
equipment and supplies is placed by the COVID-19 testing
center. Fig. 10 shows the result of executing the PlaceOrder-
Request function in RemixIDE. In contrast to Fig. 6, the orig-
inator of the transaction in Fig. 10 (See “from” part) is the
COVID-19 testing center. After successful execution of this
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function, an event is generated that records the transaction log
by immutably storing the Ethereum address of the orderer,
medical equipment, and receiver, Lot size, and orderID to
uniquely identify the order. After successful execution of
PlaceOrderRequest function, the medical supplies distributor
calls ConfirmOrder function to confirm the medical equip-
ment supplies order.

After successful order confirmation, the Updatelnven-
tory function of the Ordermanager smart contract is called.
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[vm] from: @xAb&...35ch2
a to: OrderManager.PlaceOrderRequest(address,uint256,address,string,string) ©x358...D5eE3
value: O wei data: ©x551...00000 Logs: 1 hash: Ox25f...2d93e

status true Transaction mined and execution succeed

transaction hash Bx25F. 1d119a FSda6f: 3811ff5e9a7391a270b6e2d93e o
from 4d9C6d1E 77dD3315835¢cb2 0]

to OrderManager.PlaceOrderRequest(address,uint256,address,string,string)

Ox358AA13c52544ECCEF6BOADDOFEO1012ADADSeES D

logs [ { "from™: "@x358AA13c52544ECCEFEBRADDRFE81012ADADSEES™, “topic™:
"@xde85181baeee9d4960a2f71c111e1b8227c11ee78dccald379323198179b55¢e”,
"event”: "OrderPlaced"| "args": { "@":
"@xb25e71c744f1cb5b8131d353e83cec28fe2d3fd2dSacblelf431aacO2bdccs5ba™, "1":
"@x4B20993Bc481177ec7E8FS71ceCaEBA9e22C02db", "2": "COVID-19 Swab Testing
kits™, "3": "@x4Be897b8513fdC7C54186d907E929C4e5364D2dB", "4": "23", "5":
- F64d9CEd1EC] 77dD3315835cb2", "6": "1609838231", "OrderlD":
"@xb25e71c744f1cb5b8131d353e83cec28fe2d3fd2dSacblelf431aac82bdccsSha”,
"ReceiverEA": "@x4B20993Bc481177ec7E8F571ceCaEBA9e22C02db",
"Medicalequipmentname™: "COVID-19 Swab Testing kits™, "MedicalequipmentEA™:
"@x4Be897b8513fdC7C54186d907E929C4e5364D2dB", "LotSize™: "23", "OrdererEA™:
- 3F64d9C6d1ECFID, 77dD3315835cb2", “time": “1609838231" } } ]

FIGURE 10. Logs showing medical equipment and supplies order placement by the
COVID-19 testing center.

o [vm] from: ©x4B2...C@2db to: LotOwnershipManager.transferOwnership(address) @xd7B...28414
value: @ wei data: @xf2f...35cb2 logs: 1 hash: @xe3c...5de44

status true Transaction mined and execution succeed

transaction hash dddff£42857269a. 2£180813cdc2d 1c35 5dedd ©
from ©x48209938c481177ec7E8F571ceCaEBA9e22¢02db | D

to LotOwnershipManager.transferOwnership(address)

@xd7B63981A38ACEBS@7354DF5b51945bacbe28414 i)

logs [ { "from™: "@xd7863981A38ACEBS@73540F5b51945bacbe28414", “topic™:
"@x29a0d3ddevefd8d1c336e3d64718784e9a66b3ad8823c6al1726a60feecS5caed”,
“event”: "OwnershipTransferred”, "args™: { "@":
B b 3F64d9C6d1ECFIb 77dD3315835cb2", "1": "Covidl9ScreeningUnit”,
"2": "1609839529", "NewOwnerEA":
" b 3F64d9C6d1EC 77dD3315835cb2", "OwnerType™:

"Covid19ScreeningUnit”, "Time": "1609839529" } } 1 © (18]

FIGURE 11. Logs showing the ownership transferring to the COVID-19 testing center.

On successful execution, the log of the transaction is gener-
ated and it transparently stores COVID-19 testing center as
the receiver of the order in addition to many other important
parameters such as quantity sold and remaining quantity, and
the orderID. On successful execution of TransferOwnerhip
function, the Ethereum address of the new owner of medical
supplies is immutably recorded on the blockchain as can be
seen in Fig. 11.

B. WASTE MANAGEMENT OF MEDICAL EQUIPMENT AND
SUPPLIES

Many medical equipment and supplies such as personal
protective equipment and swab testing tubes, are specially
designed to be used for one time only. Thus, these equipment
require immediate disposal after their usage. Considering
the contagious nature of coronavirus, the COVID-19 related
medical waste demands to be carefully handled by the stake-
holders. Our proposed system has implemented a shipment
handling smart contract to assure that the medical waste ship-
per should have a valid COVID-19 result to ship the medical
waste. The system is programmed such that it triggers an
error on selecting a medical waste shipper who does not have
a valid COVID-19 result. The error occurs in response to
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the COVID-19 testing center manager’s interaction with the
PlaceShipmentRequest function.

Fig. 12 shows the result on calling a PlaceShipmentRe-
quest function by the COVID-19 testing center. This func-
tion accepts the shipper’s Ethereum address along with the
weight of COVID-19’s waste, earliest pick-up time, sensors
data attached to the waste bags, and the hashes of the waste
certificates and 3D images. It proceeds further only if the
shipper has a valid COVID-19 result. It sets the transaction
status to pending to notify the shipper that the shipment
services for medical waste are required (for traceability pur-
poses). On successfully executing this function, it emitted an
event and records the Ethereum address of the shipper and
waste generator, shipment ID, and other necessary details
on the blockchain. The shipment request is examined by the
shipper to either accept or reject it based on the function’s
input parameters. After accepting the medical waste shipment
request, the shipper collects the waste and routes it to the
medical waste treatment facility.

Fig. 13 shows the result on calling a UpdateShipmentStatus
function. This function can be called only if the medical waste
shipper has already accepted the waste shipment request.
It continuously records the updated data (company’s local
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to:

status

transaction hash

[vm] from: ©xAbS...35cb2

0 shipmentHandling.PlaceShipmentRequest(address,uint256,string,string,uint256,stri
ng) ©x358...D5eE3
value: 0 wei data: 0xd41...13466 logs: 1 hash: 0x575...9425a

true Transaction mined and execution succeed
0x5759c71272285977115720730953e70d3045184f0e78d3b72938c0ab50d9425a

from OxAb8483F64d9C6d1EcFIb849Ae677dD3315835ch2
to shipmentHandling.PlaceShipmentRequest(address,uint256,string,string,
uint256,string) Ox358AA13c52544ECCEF6BOADDOF801012ADADSeE3 o

logs [ { "from": "exS5e17bl4AD6C3BE305A32928F985b29bbAIAEFFS", “topic™:
"@xc548F743934289b69BeYedc59a23feab7176F29e1cadbi2Bccdalbedsed134Fs”T,
“event”: ['ShippingRequestPlaced”, "args™: { "e":
"@x7esea3f915c/@el1a23331279d6¥debycddSdcBSaddc 31d2e539c7dcdcasBibef™, "1":
"@x617F2E2fD72FDIDSSB3197092aC168CI1A65E 72", 271
"@xAbB48 3F 64d9CEd1ECFIbBAYACE7 7dD3315835cb2", "3": "21@", "4": "4207, "s":
"Ox4aBe8Y7bd513FdC7C541B6d907EY29Cae5364D2dB", "ShipmentlD™:
"@x7esea3f915c7@ela23331279d6fdebycddSdcBSaddc 31d2eS39c7dcdcasBibef”,
"ShippertA™: [@x617F2£2F072FDI05503197092aC168C91465E7F2"
“WasteGeneratoreA”: © 3F64d9CedlEcF 77d03315835cb2",
“WasteWeight™: "218", "SensorState”: "420", "tquipment”:
"@xaBeBY7bOS13FAC7CS4186d907E929CAe5364D2d6" } } ] O o

value owei O

FIGURE 12. Logs showing the placement of request to ship COVID-19 medical waste.

status

transaction hash

to

logs

[vm] from: ©x617...5E7f2

0 to: shipmentHandling.UpdateShipmentStatus/(bytes32,string,uint256,bool)
oxd2a...tdees
value: © wei data: oxbdl...00000 logs: 1 hash: 0x486...fa7cb

true Transaction mined and execution succeed
0x486f4d3b3af77c3643082a911c09ef331e4ae063a83a29fb31f02c159fFfa7cb
16]

0x617F2E2fD72FDID5503197092aC168c91465E7F2 = @

shipmentHandling.UpdateShipmentStatus(bytes32,string,uint256,bool)
0xd2a5bC10698FD955D1Fe6cb468a17809A08Fd005 D

[ { "from™: "@x5e17b14ADd6c386305A32928F985b29bbA34EFFS™, "topic™:
"@x893a306430cc333f9e576ad883a272314d5499351dfbe25ac3ed7a54edc714ce”,
"event”: "ShipmentStateandlocationUpdated”, "args": { "@":
"@x7e8ea3f915c7@ela23331279d6fdeb9cddSdc85addc31d2e539c7dcdcd683b6F", "1": 3,
"2": "Waste Disposal Center near Marina Mall, Sector 280", "3": "423", "4":
"1614068415", "ShipmentlD":
"@x7e8ea3£915c7@e12a23331279d6fdeb9cddSdc8Saddc31d2e539c7dcdcd683b6F", "stat”:
3, |"CurrentLocation”: "Waste Disposal Center near Marina Mall, Sector 200",

value ewei O

"SensorState™: "423", "Time": "1614068415" } } ] ©® ©

FIGURE 13. Logs showing the updating of location and state of the medical waste during its

shipment.

server) related to the current location, state, and status of the
shipment. This data is periodically stored on the blockchain.
It emits the event called shipmentstatusandlocationupdated to
record the current location and state of sensors to notify the
users about the current location and state of the shipment.
The state of the shipment enables the users to know that at
which time and place the sealed bags of COVID-19 waste
were unsealed.

The COVID-19 related waste is usually packed in multiple
boxes that are carefully sealed to minimize the chances of
spreading COVID-19 during its shipment stage. Many sen-
sors are mounted inside such boxes to identify any human
attempt made to open and stealing them (if any). The
deployed sensors can sense, monitor, and record this data
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on to the blockchain ledger. Fig. 14 shows the results on
calling the PenaltyCalculationResult function. This function
can be called by the owner of the smart contracts. As can be
seen in Fig. 14, no penalty is issued to the medical waste
shipper since no non-compliance with rules for COVID-
19 waste handling is identified. On successful execution of
this function, an event has been emitted that can store whether
the license of the shipper is canceled or not based on the
violations count.

In contrast to Fig. 14, Fig. 15 presents the results in which
a penalty in terms of cancellation of license of a stakeholder
has been issued to the COVID-19 medical waste shipper.
Once the shipper’s license is canceled, he/she cannot further
participate in the shipping services. Fig. 15 shows graphically

44919



IEEE Access

R. Wasim Ahmad et al.: Blockchain-Based Forward Supply Chain and Waste Management

[vm] from: ox5B3...eddC4

transaction hash

0 to: shipmentHandling.PenalityCalculationResult(address) oxd2a...fdees
value: 0 wei data: oOx6ed...5e7f2 logs: 1 hash: 0x039...3f048

status true Transaction mined and execution succeed

0x039811a953702df4b547802acaa76cb8230bf0f9611ca84e347b409928131048

&}
from 0x5B38Da6a701c568545dCfcBO3FcB875f56beddC4 18]
to shipmentHandling.PenalityCalculationResult(address)

0xd2a5bC10698FD9I55D1Fe6cba68a17809A08Fd00s ([0

logs [ { "from": "@xd2a5bC10698FDI55D1Fe6cba68a17809A08fd0A5", "topic™:
"0xf96a8140bc27c8d1728cf7de9de97ddfedc@3fb2666bfcd9b3741c5b78db9d64™
, "event”: "PenalityStatusUpdate”, "args”: { "0":
"Ox617F2E2fD72FD9D5503197092aC168c91465E7€2" . "1": "3"_  "2": false,
“ShipperEA": "0x617F2E2fD72FD9D5503197092aC168c91465E7F2",

“ViolationsCount™: "3", "LicenceStatus": false } } ] @ 18]

FIGURE 14. Logs showing the successful and rules-based shipment of medical waste.

Getpenalty "Ox617F2E2f{D72FDPD5503157 V¥

0 bool: Result true
- uint256: Total_ViolationsCount 6

2 string: Licence Cancelled Code: 777

GetSensorsState A

shiplD: "Ox7e8ea3f915¢70e1a23331279d¢
0:  uint256:42

(€210l Sl "0x7e3ea3f915¢70e1a23331275 WV

0:  uint8:4

GetShipmentID

0:  bytes32: 0x7e8ea3f915c70e1a2333
1279d6fdeb9cdd5dc85addc31d2e5
39c7dcdc4683béf

FIGURE 15. Highlighting the total violations count and license
cancellation of shipper on calling GetPenaltyStatus function.

the results on executing the PenaltyCalculationResult func-
tion. It also shows that four violations are reported during
the medical waste shipment. It is to note that we have set
the threshold value to three to trigger the license cancellation
event for the shipper.
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VI. DISCUSSION

This section presents the cost and security analysis of the pro-
posed solution. It also outlines the future research challenges
and generalization.

A. COST ANALYSIS

The Ethereum blockchain platform meters the transaction
computations in the unit of gas. The user is required to set
a maximum amount of gas for each transaction to execute it.
Each Ethereum virtual machine (EVM) operation consumes
a certain amount of gas. Also, in smart contracts, storage vari-
ables, loops, nested decision making, mappings, and manip-
ulations share the major portion of gas consumption. During
transaction execution, if the required amount of gas is higher
than the set Gas-limits then EVM halts the operations and
charges the users to make sure that non-terminating computa-
tions cannot be performed to slow down the network. Because
of the high flexibility, Ethereum allows the users to specify
the cost of gas consumption based on their requirements (slow
or fast execution). Hence, users can offer more gas price
for the miners to prioritize their transactions. The Remix
IDE calculates and stores the transaction and computation
cost as part of the transaction log [27], [28]. The gas prices
can be easily specified in Gwei. Gwei is the most known
unit of ether. An analysis of a smart contract or method for
gas consumption can be helpful to design lightweight and
computationally inexpensive smart contracts.

Ethereum Gas Station estimates the gas price for the
Ethereum-based transactions. It offers different speeds of
executing the transactions that are largely affected by the
gas price offered by the user [27], [29]. For example, it can
offer a price for the given units of gas based on fastest, fast,
average, and slow transactions execution speed. The gas price
in Ethereum is variable since it changes over time and highly
depends on the congestion in the network. Hence, the gas
price could be different during different times of the day. The
current research has used the gas prices offered by the ETH
Gas station on 26 December 2020. At the time of writing of
this paper, the transaction fee for 21000 gas units is observed
58, 45, and 38 Gweti for fastest, average, and slow transaction
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TABLE 2. Gas cost in Ether of the functions in smart contracts.

Function Transaction Execution Fastest Execution Avg. Execution Slow Execution Transaction Cost
Name Gas Gas (Ether) (Ether) (Ether) (USD)
RegisterTestingCenter 65893 43021 0.0038218 0.0029652 0.0025039 0.441763077
RegisterDistributor 65927 43055 0.0038238 0.0029667 0.0025052 0.441992436
WasteShiperExists 23900 1220 0.0013862 0.0010755 0.0009082 0.160233726
DistributorlicenseisValid 24878 2198 0.0014429 0.0011195 0.0009454 0.166796922
PlaceOrderRequest 222507 196691 0.0189131 0.015353 0.0106803 1.884325329
GetOrderID 22293 1021 0.001293 0.0010032 0.0008471 0.149453853
ConfirmOrder 71979 48339 0.0041748 0.0032391 0.0027352 0.482571336
GetOrderState 24693 1245 0.0014322 0.0011112 0.0009383 0.165544269
ConfirmReceived 36082 12634 0.0020928 0.0016237 0.0013711 0.241903173
Updatelnventory 43466 20594 0.002521 0.001956 0.0016517 0.291409431
TransferOwnership 62136 39456 0.0036039 0.0027961 0.0023612 0.416586516
UpdateHealthStatus 51285 28477 0.0029745 0.0023078 0.0019488 0.343826784
PlaceShipmentRequest 181512 156464 0.0105277 0.008168 0.0068975 1.216925925
GetShipmentID 22339 1067 0.0012957 0.0010053 0.0008489 0.149771427
ConfirmShipmentRequest 62151 38511 0.0036048 0.0027968 0.0023617 0.416674731
ConfirmShipmentReceiving 40384 16936 0.0023423 0.0018173 0.0015346 0.270749478
GetPenalty 31353 8673 0.0018185 0.0014109 0.0011914 0.210198702
UpdateShipmentStatus 27881 3409 0.0016171 0.0012546 0.0010595 0.186927585
GetWasteState 24583 1135 0.0014258 0.0011062 0.0009342 0.164820906
PenaltyCalculationResult 41538 18858 0.0024092 0.0018692 0.0015784 0.278477112

execution speeds. Moreover, to convert Ethers into USD,
we used the conversion rate from May 2020 to represent a
more stable and realistic value.

Table 2 shows both transaction and computations gas units
consumed by functions of the proposed smart contracts when
executed in Remix IDE. It also shows the transaction fee for
the fastest, average, and slow transaction execution speeds
for each function. The fastest transaction execution speed
requires more Ethers than slow or average execution mode.
Among all the specified functions in Table 2, PlaceShip-
mentRequest and PlaceOrderRequest need the highest num-
ber of tokens for their successful execution since these
functions have involved various complex operations. For
instance, placeShipmentRequest function has implemented
several structures, mappings, manipulations, and modifiers
to assure the correct business operations among participat-
ing stakeholders. It also has implemented many modifiers
to assure that, (1) the potential medical waste shipper has
no COVID-19 symptoms, (2) the caller of the function is a
business representative of COVID-19 testing hospital, and (3)
the shipper has a registered license number. It also imple-
ments structures to record the details about the medical waste
material and shipper. The GetOrderID function requires the
least number of Ethers for its execution among all functions.

B. SECURITY ANALYSIS

Herein, we present a detailed security analysis of the pro-
posed solution that offers high security, robustness, and
resilience features. Below is given a brief discussion on the
key security and privacy issues that are addressed in our sys-
tem. It also discusses the security analysis of the implemented
smart contracts.

1) AVAILABILITY AND FAULT TOLERANCE

Blockchain technology has gained tremendous popularity in
the healthcare sector because of its inherited security features.
Unlike centralized-based systems, the decentralized feature
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makes it highly acceptable and dependable to healthcare
organizations. Furthermore, the decentralization makes the
system highly fault-tolerant and available despite the occur-
rence of malicious codes such as the denial of service (DoS)
attacks. Therefore, such high availability makes it acceptable
to the industries. Since our system has been implemented on
the Ethereum blockchain platform, the services of our system
will always remain available to the participating stakeholders.

2) DATA INTEGRITY AND IMMUTABILITY

Data manipulation is one of the serious threats to the integrity
of the data. Among many, approaches such as append-
only, data certification, and sophisticated access control can
enable organizations to protect their data. In the blockchain,
through cryptographic functions, data integrity is preserved.
The hashing algorithms make the blockchain transactions
immutable. In our proposed waste management system,
the transactions of the participants such as the manufacturer
and COVID-19 testing center are digitally signed before they
are written on the blockchain. Thus, the immutability feature
of blockchain assures that these transactions cannot be edited,
modified, or deleted. Hence, the proposed solution preserves
data integrity.

3) NON-REPUDIATION AND DIGITAL SIGNATURES

Digital signatures are based on mathematical schemes and
are often used to verify the authenticity of a transaction.
Also, digital signatures provide non-repudiation service to the
existing systems, since the signer cannot deny that he/she did
not sign the transaction. In the Ethereum blockchain platform,
each transaction of the user is secured by the digital signature.
For instance, a waste treatment facility might have sent a
waste shipment confirmation transaction to the hospital. The
blockchain assure that the transaction is signed with the pri-
vate key of the waste treatment facility. This transaction can-
not be modified or deleted because of immutable blockchain
technology. At any time, this transaction cannot be denied
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TABLE 3. Attacks and code vulnerabilities that affects the performance of smart contract applications.

Attacks/Vulnerabilities Description

REENTRANCY

Reentrancy attacks are mainly of two types i.e., single and cross-function reentrancy attacks. A single function
reentrancy attack involves a recursive call to the function itself. Alternatively, a cross-function attack occurs on
calling a function of another contract through an outer call to drain any available balance from the contract.

OVERFLOW AND UNDERFLOW

By exploiting this attack hackers can be successful to own more funds than what they have in their wallets. It is
a safe programming practice to include integer overflow and underflow checks to the variable to assure that such
variables remain in their range after the execution.

SHORT ADDRESS ATTACK

Solidity contracts treat them as data.

This attack mainly targets EVM, and it is similar to the structured query language injection attacks in its nature.
This vulnerability usually occurs from the sender’s side because of the weak transaction generation code. On
receiving a short address from the sender, Solidity appends zeros to the address to complete it; however,

DEFAULT VISIBILITIES

The visibilities of functions represented by appropriate modifiers in smart contracts define who has the right to call
the function. The default visibility of the functions in Ethereum smart contracts is public. It is a safe practice to protect
the function from unauthorized access by explicitly declaring the visibility of functions.

TIMESTAMP DEPENDENCE

This vulnerability is usually exploited by corrupt miners to gain financial benefits. The corrupt miners can re-arrange
the timestamp by a few seconds to get the benefits. It causes issues when the smart contract depends on the block
timestamp to perform certain operations (e.g., sending Ethers).

BLOCK GAS LIMIT

Setting the limit to a block gas can guarantee that block will not grow infinitely, thereby limiting the transaction execution
speed. Hence, the transactions with large gas consumption rates do not fit in a block and wait for an indefinite time.
Applying loops on variable size arrays that grow with time is one example of such vulnerabilities that can assist the
hackers to make a smart contract run out of the gas for their purposes.

THE DAO ATTACK

from the DAO wallet.

The DAO attack is an example of a successful attack that helped attackers in stealing Ethers from the wallet of the DAO.
The attacker has exploited several bugs in the smart contract, such as reentrancy on a single function, reentrancy on cross-
functions, exception handling, unsecured balance, and reentrancy on external contract functions. More specifically, the
splitDAO’ function of the smart contract had recursive send pattern vulnerabilities that helped the attacker to steal Ethers

MULTI-STAGE ATTACK

attack in the Ethereum platform.

The default modifier of the smart contract functions is public. The multi-stage attack works strongly on encountering
no access modifier to the functions of the smart contract. Also, using an internal modifier with functions can handle this

by the waste treatment facility since the originator of the
transaction can be verified by the signature.

4) RESILIENCE AGAINST MAN-IN-MIDDLE ATTACKS

In a Man-in-middle attack, a user intercepts communication
between two parties to secretly eavesdrop or modify the
exchanging data. Blockchain technology assures that no man-
in-middle attack can be successfully launched. It requires
the users to sign digitally the encrypted transactions to
immutably store it on the blockchain platform. The launch of
the Man-in-middle attack is successful only if the malicious
actor has successfully retrieved the private key of the commu-
nicating parties. The miners of the Ethereum blockchain plat-
form cannot approve those transactions wherein signatures
do not match with the signatures of the legitimate users. Our
system is comprised of several stakeholders who are often
located in geographically different locations. Thus there is a
high probability of Man-in-middle attacks. Since our system
is implemented on the Ethereum blockchain platform, hence
it is safe against Man-in-middle attacks.

5) PROTECTION AGAINST SMART CONTRACT
VULNERABILITIES

An ill-designed or poorly written smart contract can exhibit
low performance, limited security, and high transaction exe-
cution fee. It is highly recommended to write smart con-
tracts carefully to avoid any exploitation of smart contracts
for malicious activities. There are many tools available that
statically analyze the smart contracts (e.g., SmartCheck and
Securify) and provide guidelines to improve the cost, perfor-
mance, and security of smart contracts. The guidelines state
that smart contracts should be checked for infinite loops,
floating-point operations, reentrancy errors, and common
bugs that can make the smart contract highly vulnerable
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to attacks. We improved our smart contracts by analyzing
them using the SmartCheck [30], [31] tool. Our smart con-
tracts have shown no bugs and vulnerabilities such as infi-
nite loops, race condition, integer division, Denial of Ser-
vice (DoS) by an external, malicious external library, and
locked transfers. Table 3 enlists the potential vulnerabilities
in code and attacks that can exploit them to greatly deteriorate
the performance of the smart contracts.

C. FUTURE RESEARCH CHALLENGES
In this subsection, we enumerate and discuss several
important challenges remaining to be addressed.

1) GDPR AND DATA PRIVACY

Blockchain accomplishes data security through transparency
and storing data on multiple nodes. However, the trans-
parency and distributed storage of data can greatly affect data
privacy. The public blockchain platforms face data privacy
assurance challenges since all transactions and data are pub-
licly available on the ledger, thus affecting the privacy of user
data. The EU General Data Protection Regulation (GDPR)
laws protect the data related to the organizations that partic-
ipate in business processes in the forward supply chain and
waste management of medical equipment and supplies. Our
study has used a registration smart contract and function mod-
ifiers to control data access on the chain. Our proposed smart
contracts can be modified and implemented on private per-
missioned blockchain platforms such as Hyperledger Fabric,
Hyperledger Besu, and Quorum, [32] thereby preserving the
privacy and confidentiality of waste processing and recycling
data. Hyperledger Fabric ensures confidentiality and privacy
of data through private channels that represent a private
blockchain overlay. Nevertheless, in Hyperledger Besu, data
confidentiality and privacy is guaranteed through a private

VOLUME 9, 2021



R. Wasim Ahmad et al.: Blockchain-Based Forward Supply Chain and Waste Management

IEEE Access

transaction manager called Orion node. Quorum uses a pri-
vate transaction manager called Tessera to implement private
transactions to ensure data privacy [33].

2) REGULATION

Blockchain technology offers many advantages to the stake-
holders involved in the forward supply chain of medical
equipment and their disposal in terms of lower transac-
tion cost, streamlined operations, improved system effi-
ciency, data traceability, audit, and operational transparency.
Blockchain is an emerging technology that lacks in providing
certain specifications and surety required to the business
organizations to adopt the new technology. For instance,
integrating blockchain-based systems with legacy systems is
extremely challenging. Also, the lack of regulation, aware-
ness, understanding, governance, and developers’ support are
some of the imperative challenges that should be addressed in
the future.

3) SMART CONTRACTS VULNERABILITIES AND ATTACKS
Bugs and vulnerabilities can affect a smart contract’s normal
functioning and behavior. Vulnerabilities in the code of smart
contracts are often exploited by hackers to perform harmful
activities. The examples of vulnerabilities in the code of the
smart contract include reentrancy, overflow and underflow,
unsecured balance, unchecked and failed send, non-validated
arguments, short address attack, default visibilities, times-
tamp dependence, call stack depth limitation, multi-stage
attack, prodigal contracts, transaction ordering dependency,
and block gas limit [31]. Our developed smart contracts are
safe against recursive reentrancy attacks as our implementa-
tion has not used any recursive call. Also, integer overflow
and underflow checks are used with critical variables to avoid
the vulnerabilities caused by integer overflow and underflow
issues. The vulnerabilities caused by the default visibilities
cannot occur since we have explicitly defined the access
modifier with the functions. Finally, the current research work
has not used the short addresses to avoid the issues caused
by them. This research is mainly focused on analyzing the
feasibility of the applicability of blockchain technology in
digitizing the services related to the forward supply chain and
waste management for COVID-19 medical equipment and
supplies. Thus, it has not focused on making smart contracts
unbreakable against all types of attacks.

4) THROUGHPUT AND LATENCY

Blockchain nodes use adequate time and energy to arrange
and validate the transactions, store them, and create and
broadcast each block to other mining nodes for verification
and updating. The throughput of the Ethereum 1.0 plat-
form is 16 to 20 transactions per second. Nevertheless,
Ethereum 2.0 promises a throughput of 100,000 transactions
per second [35]. The transaction latency in the Ethereum
platform highly depends on the transaction fees and total
convergence time of the implemented consensus algorithm
including Proof of stake (PoS) and Proof of work (PoW).
Regarding the nature of the forward supply chain and
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waste management processes implemented in our system,
the throughput of the existing Ethereum platform is enough
to successfully execute such processes because the system
stakeholders do not require real-time transaction processing.
Hence, the stakeholders of our proposed system do not gener-
ate blockchain transactions at high speed. Since our proposed
system is implemented on the Ethereum blockchain platform,
the throughput and latency of the developed system are the
same as the throughput and latency of the existing Ethereum
blockchain platform.

5) INTEROPERABILITY

The stakeholders involved in the forward supply chain and
waste management of medical equipment and supplies could
be practicing multiple platforms to do their business activi-
ties. The interoperability feature in existing blockchain-based
solutions provides cross-platform communication ability to
increase system productivity and throughput [36], [37]. The
difference in consensus protocols, implemented security
schemes, registration services, governance model, and sup-
ported languages are the primary challenges in developing an
interoperable platform. It is desired that the involved stake-
holders in forward supply chain and waste management activ-
ities should be using an interoperable blockchain platform.
Our system is generic that can be customized for any platform
with little effort since its code is publicly made available.

6) SCALABILITY

The notable increase in the transaction rate of blockchain
platforms can influence the average response time and trans-
action fees. Consequently, the increased transaction rate can
make the blockchain remarkably slow and unstable [38]. The
complex, highly fragmented, and dynamic supply chain and
waste management systems can generate an ample amount
of data, thereby causing a delay in transactions execution
time and throughput. In our proposed system, Algorithm 4 is
the most expensive part as it has involved numerous state
parameters and operations to periodically calculate and store
the data on the blockchain. Highly scalable platforms that
offer strong security features and throughput can be used for
system deployment to enrich the user’s experience.

7) ON-CHAIN AND OFF-CHAIN GOVERNANCE

Blockchain is governed and run by several communities
including, core developers, node operators, token hold-
ers, and blockchain teams. Being an evolving technology,
mature strategies that can efficiently govern blockchain
are lacking. Broadly, governance models are classified
into two types such as on-chain and off-chain blockchain
governance. The Ethereum platform follows an off-chain
governance model. The on-chain governance model can
leverage the voting mechanism to achieve direct democracy
in blockchain affairs. Tezos and hard fork are on-chain and
off-chain governance strategies, respectively [39]. The con-
sistently changing blockchain platforms, due to governance
strategies, could affect the security and performance of the
developed systems.
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TABLE 4. Comparison of our approach with the existing solutions.

Study Waste Type Shipping Rules ~ Traceability = Decentralized Storage =~ Waste Frauds ~ Supply Chain
[17] Domestic waste No Yes No No No

[18] Electronic waste No Yes No No Forward

[10] Domestic Waste No No No No No

[22] N/A No Yes Yes No Forward

[34] Domestic Waste No No No No No

Our Study  COVID-19 medical equipment waste  Yes Yes Yes Yes Forward

D. COMPARISON WITH THE EXISTING FORWARD SUPPLY
CHAIN AND WASTE MANAGEMENT SOLUTIONS

Table 4 presents a comparison between conventional froward
supply chain and waste management solutions and our
approach based on several design parameters and opted tech-
nological aspects. It shows the advantages of our solution
compared to the existing solutions owing to the integra-
tion of IPFS with Ethereum blockchain platform to manage
large-sized waste management data, enforcement of trust
among participating stakeholders using fast, secure, and
self-executing smart contracts, and transparency in supply
chain operations (forward) to assure that the COVID-19 med-
ical equipment and supplies are genuine and not fabricated
in any way. The proposed solution has achieved all the
set requirements such as traceability of COVID-19 medical
equipment and supplies and their waste, compliance with
rules designed for COVID-19 medical equipment and sup-
plies waste shipment to minimize COVID-19 from spreading,
supply chain transparency, and frauds identification related to
the illegal waste shipment. As highlighted in Table 4, existing
works ( [10], [17], [18], [34]) have mainly focused on the
management of waste bins responsible to monitor, collect,
and transfer data related to domestic and electronic waste.
Also, the researchers in [22] have focused on the activities
involved in the procurement of PPE.

E. GENERALIZATION

We present a working prototype of a blockchain-based sys-
tem along with its security and cost analysis to inves-
tigate the feasibility of employing blockchain technology
in the forward supply chain and waste management of
COVID-19 related medical equipment and supplies. The pro-
posed system is designed and tested on a public Ethereum
blockchain platform to meet the high visibility, transparency,
and security requirements of users of supply chain and waste
management industries. Also, such users do not have fast
and real-time transaction processing requirements. Since data
and transactions stored on public blockchain platforms are
encrypted, thereby enforcing trust which makes it more
appealing to business organizations to store their transac-
tions. The proposed system can be customized to meet the
growing demands and requirements of various organizations.
To provide high transaction execution speed, privacy, trans-
parency, and security, one can modify the proposed smart
contracts with few efforts to deploy them on private
blockchain platforms. Even, our system can be integrated
with external oracles and proxy encryption schemes to further
improve the privacy-related issues.

44924

The proposed system can efficiently trace and track the
forward supply chain of medical equipment supplies related
to COVID-19. It also assists in tracing and tracking the
medical waste caused by medical equipment and supplies
and assures that the medical shipped waste complies with
COVID-19 safety rules. It employs sensors to monitor and
ensure that sealed medical waste bags cannot be exposed
during shipment to minimize the COVID-19 from spreading.
It cancels the shipper license for violating the rules specif-
ically designed to decrease the chances of COVID-19 from
spreading during waste transportation. It also assures that
medical waste found missing is immediately reported by the
medical waste treatment facility.

COVID-19 inherits many similar characteristics of many
other viruses or diseases that belong to a similar category
(e.g., contagious and human-to-human transmittable). Since
the proposed solution has successfully traced and tracked the
forward supply chain and waste related to medical equip-
ment and supplies; therefore, this research is equally valid
to manage the forward supply chain of medical equipment
for other diseases too. For example, the authorities can use
this research to trace and track the medical supplies for
Influenza (Flu). In addition to the forward supply chain
and waste management of medical equipment and devices,
this research is valid to trace and track any vaccine for
COVID-19 treatment. The examples of other beneficiaries
of this work include drug dealers, pharmacists, telehealth
specialists, telemedicine, regularities, health authorities, and
health professionals.

The smart contracts are implemented in solidity for the
Ethereum-blockchain platform. Since our solution is generic;
therefore, one can easily transform it with minimal efforts for
other blockchain platforms. As our solution can successfully
minimize the spread of COVID-19 during the forward supply
chain and waste handling, hence healthcare authorities can
extend it by introducing new laws to further minimize the
spreading of COVID-19.

VIl. CONCLUSION

In this paper, we have designed, developed, and evaluated a
blockchain-based solution to automate forward supply chain
processes and establish data provenance about the COVID-19
medical equipment and their waste disposal. We developed
four smart contracts and proposed five algorithms to imple-
ment all functionalities and trigger events and notifications.
We integrated the Ethereum blockchain with decentralized
storage of IPFS to provide a secure, transparent, auditable,
reliable, traceable, and trustworthy solution for the forward
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supply chain and waste management of COVID-19 medical
equipment. The proposed approach can assist authorities in
assuring that the COVID-19 medical waste is disposed of
properly, and COVID-19 testing centers are using genuine
medical equipment to treat COVID-19 patients. We presented
a detailed cost analysis to show the affordability of the pro-
posed approach. We also evaluated the proposed approach
against known vulnerabilities using the SmartCheck soft-
ware. The proposed approach is generic and applicable to
various use case scenarios with minimal modifications. Our
implementation code is made publicly available on GitHub.
In the future, we aim to design and implement an incentive
system for the COVID-19 treatment hospitals to dispose of
medical waste.

ACKNOWLEDGMENT

This publication is based upon work supported by the Khalifa
University of Science and Technology under Awards No.
CIRA-2019-001 and RCII-2019-002, Center for Digital Sup-
ply Chain and Operations Management.

REFERENCES

[1] M. L. Ranney, V. Griffeth, and A. K. Jha, “Critical supply shortages—
The need for ventilators and personal protective equipment during the
COVID-19 pandemic,” New England J. Med., vol. 382, no. 18, p. e4l,
Apr. 2020.

[2] Laura Wood. (Aug. 2020). Global Medical Waste Management Market
(2020 to 2030)—COVID-19 Implications and Growth. Accessed:
Dec. 24, 2020. [Online]. Available: https://www.globenewswire.
com/news-release/2020/08/12/2077096/0/en/Global-Medical-Waste-
Management-Market-2020-to-2030-COVID-19-Implications-and-
Growth.html

[3] J. Peter. (Oct. 2019). Blockchain Powered Environmental Hazardous
Waste Management Systems for a More Sustainable Better Earth and
Future. Accessed: Nov. 15, 2020. [Online]. Available: https://pagarba.
io/blockchain-powered-environmental-hazardous-waste-management-
systems-for-a-more-sustainable-better-earth-and-future/

[4] S. Saberi, M. Kouhizadeh, J. Sarkis, and L. Shen, ““Blockchain technology
and its relationships to sustainable supply chain management,” Int. J. Prod.
Res., vol. 57, no. 7, pp. 2117-2135, Apr. 2019.

[51 R. W. Ahmad, K. Salah, R. Jayaraman, I. Yaqoob, S. Ellahham, and
M. Omar, “Blockchain and COVID-19 pandemic: Applications and chal-
lenges,” Tech. Rep., 2020, doi: 10.36227/techrxiv.12936572.v1.

[6] 1. Yaqoob, K. Salah, R. Jayaraman, and Y. Al-Hammadi, ‘“Blockchain
for healthcare data management: Opportunities, challenges, and future
recommendations,” Neural Comput. Appl., pp. 1-16, Jan. 2021, doi:
10.1007/s00521-020-05519-w.

[7] S. Sahoo and R. Halder, “Blockchain-based forward and reverse supply
chains for E-waste management,” in Proc. Int. Conf. Future Data Secur.
Eng. Cham, Switzerland: Springer, 2020, pp. 201-220.

[8] S. A. Abeyratne and R. P. Monfared, “Blockchain ready manufacturing
supply chain using distributed ledger,” Int. J. Res. Eng. Technol., vol. 5,
no. 9, pp. 1-10, Sep. 2016.

[9]1 M. D. LaGrega, P. L. Buckingham, and J. C. Evans, Hazardous Waste
Management. Long Grove, IL, USA: Waveland Press, 2010.

[10] G. K. Shyam, S. S. Manvi, and P. Bharti, “Smart waste management
using Internet-of-Things (IoT),” in Proc. 2nd Int. Conf. Comput. Commun.
Technol. (ICCCT), Chennai, India, Feb. 2017, pp. 199-203.

[11] D. Misra, G. Das, T. Chakrabortty, and D. Das, “An IoT-based waste man-
agement system monitored by cloud,” J. Mater. Cycles Waste Manage.,
vol. 20, no. 3, pp. 1574-1582, Jul. 2018.

[12] R. B. D. Silva and C. A. D. Mattos, “Critical success factors of a drug
traceability system for creating value in a pharmaceutical supply chain
(PSC),” Int. J. Environ. Res. Public Health, vol. 16, no. 11, p. 1972,
Jun. 2019.

[13] J.-H. Tseng, Y.-C. Liao, B. Chong, and S.-W. Liao, “Governance on the
drug supply chain via gcoin blockchain,” Int. J. Environ. Res. Public
Health, vol. 15, no. 6, p. 1055, May 2018.

VOLUME 9, 2021

(14]

[15]

[16]

(17]

(18]

(19]

[20]

(21]

(22]

(23]

(24]

[25]

[26]

(27]

(28]

[29]
(30]

(31]

(32]

(33]

(34]

[35]

[36]
(371

(38]

R. Kumar and R. Tripathi, “Traceability of counterfeit medicine supply
chain through blockchain,” in Proc. 11th Int. Conf. Commun. Syst. Netw.
(COMSNETS), Bengaluru, India, Jan. 2019, pp. 568-570.

X. Xia, X. Lin, W. Dong, and Z. He, “Design of traceability system for
medical devices based on blockchain,” in J. Phys., Conf. Ser., vol. 1314,
no. 1, 2019, Art. no. 012067.

J. Pane, K. M. C. Verhamme, L. Shrum, I. Rebollo, and
M. C. J. M. Sturkenboom, “Blockchain technology applications to
postmarket surveillance of medical devices,” Expert Rev. Med. Devices,
vol. 17, no. 10, pp. 1123-1132, 2020.

M. Lamichhane, “A smart waste management system using IoT and
blockchain technology,” M.S. thesis, Dept. Inf. Technol., ITMO Univ.,
Saint Petersburg, Russia, 2017.

N. Gupta and P. Bedi, “E-waste management using blockchain based
smart contracts,” in Proc. Int. Conf. Adv. Comput., Commun. Informat.
(ICACCI), Bengaluru, India, Sep. 2018, pp. 915-921.

M. Poongodi, M. Hamdi, V. Vijayakumar, B. S. Rawal, and M. Maode,
“An effective electronic waste management solution based on blockchain
smart contract in 5G communities,” in Proc. IEEE 3rd 5G World Forum
(5GWF), Sep. 2020, pp. 1-6.

M. R. Laouar, Z. T. Hamad, and S. Eom, ‘“Towards blockchain-based urban
planning: Application for waste collection management,” in Proc. 9th Int.
Conf. Inf. Syst. Technol., Cairo, Egypt, Mar. 2019, pp. 1-6.

D. Schmelz, K. Pinter, S. Strobl, L. Zhu, P. Niemeier, and T. Grechenig,
“Technical mechanics of a trans-border waste flow tracking solution based
on blockchain technology,” in Proc. IEEE 35th Int. Conf. Data Eng.
Workshops (ICDEW), Macao, China, Apr. 2019, pp. 31-36.

I. Omar, M. Debe, R. Jayaraman, K. Salah, M. Omar, and J. Arshad,
“Blockchain-based supply chain traceability for COVID-19 PPE,”
TechRxiv, to be published, doi: 10.36227/techrxiv.13227623.v1.

0. Akter, “Blockchain leveraged incentive providing waste management
system,” Tech. Rep., 2020.

T. K. Dasaklis, F. Casino, and C. Patsakis, “A traceability and auditing
framework for electronic equipment reverse logistics based on blockchain:
The case of mobile phones,” 2020, arXiv:2005.11556. [Online]. Available:
http://arxiv.org/abs/2005.11556

N. Nizamuddin, K. Salah, M. A. Azad, J. Arshad, and M. H. Rehman,
“Decentralized document version control using ethereum blockchain and
IPES,” Comput. Electr. Eng., vol. 76, pp. 183-197, Jun. 2019.

H.R. Hasan and K. Salah, “‘Blockchain-based solution for proof of delivery
of physical assets,” in Proc. Int. Conf. Blockchain. Cham, Switzerland:
Springer, 2018, pp. 139-152.

H. R. Hasan, K. Salah, R. Jayaraman, J. Arshad, I. Yaqoob, M. Omar,
and S. Ellahham, “Blockchain-based solution for COVID-19 digital
medical passports and immunity certificates,” IEEE Access, vol. 8,
pp. 222093222108, 2020.

K. Baird, S. Jeong, Y. Kim, B. Burgstaller, and B. Scholz, “The eco-
nomics of smart contracts,” 2019, arXiv:1910.11143. [Online]. Available:
http://arxiv.org/abs/1910.11143

ETH Station. (Dec. 2020). ETH Gas Station. Accessed: Dec. 22, 2020.
[Online]. Available: https://ethgasstation.info/

Smart Check. (Dec. 2020). (SmartCheck). Accessed: Dec. 23, 2020.
[Online]. Available: https://tool.smartdec.net/

P. Praitheeshan, L. Pan, J. Yu, J. Liu, and R. Doss, “Security analysis
methods on Ethereum smart contract vulnerabilities: A survey,” 2019,
arXiv:1908.08605. [Online]. Available: http://arxiv.org/abs/1908.08605
C. Cachin, “Architecture of the hyperledger blockchain fabric,” in Proc.
Workshop Distrib. Cryptocurrencies Consensus Ledgers, Chicago, IL,
USA, 2016, vol. 310, no. 4, pp. 1-4.

R. W. Ahmad, H. Hasan, R. Jayaraman, K. Salah, and M. Omar,
“Blockchain applications and architectures for port operations and logis-
tics management,” Res. Transp. Bus. Manage., Feb. 2021, Art. no. 100620.
C. Tao and L. Xiang, ‘“Municipal solid waste recycle management informa-
tion platform based on Internet of Things technology,” in Proc. Int. Conf.
Multimedia Inf. Netw. Secur., Nanjing, China, 2010, pp. 729-732.

M. Schiiffer, M. Di Angelo, and G. Salzer, ““Performance and scalability of
private Ethereum blockchains,” in Proc. Int. Conf. Bus. Process Manage.
Cham, Switzerland: Springer, 2019, pp. 103-118.

Y. Lu, “Blockchain and the related issues: A review of current research
topics,” J. Manage. Anal., vol. 5, no. 4, pp. 231-255, Oct. 2018.

M. Herlihy, “Atomic cross-chain swaps,” in Proc. ACM Symp. Princ.
Distrib. Comput., Jul. 2018, pp. 245-254.

R. W. Ahmad, H. Hasan, I. Yaqoob, K. Salah, R. Jayaraman, and
M. Omar, “Blockchain for aerospace and defense: Opportunities and
open research challenges,” Comput. Ind. Eng., vol. 151, Jan. 2021,
Art. no. 106982.

44925


http://dx.doi.org/10.36227/techrxiv.12936572.v1
http://dx.doi.org/10.1007/s00521-020-05519-w
http://dx.doi.org/10.36227/techrxiv.13227623.v1

IEEE Access

R. Wasim Ahmad et al.: Blockchain-Based Forward Supply Chain and Waste Management

[39] R. Mitra. (Dec. 2020). What is Blockchain Governance: Ultimate
Beginner’s Guide. Accessed: Dec. 28, 2020. [Online]. Available:
https://blockgeeks.com/guides/what-is-blockchain-governance-ultimate-
beginners-guide/

RAJA WASIM AHMAD received the master’s
degree in computer science from COMSATS Uni-
versity Islamabad (CUI), Abbottabad campus,
in 2011, and the Ph.D. degree in computer sci-
ence from the Center for Mobile Cloud Comput-
ing Research (C4MCCR), Faculty of Computer
Science and Information Technology (FSKTM),
University of Malaya, Malaysia. He is currently
working as a Postdoctoral Research Fellow with
Khalifa University, Abu Dhabi, United Arab Emi-
rates. He has published several research papers in leading journals and
conferences. Most of his research contributions are published in top-cited
journals, such as IEEE TRANSACTIONS ON EMERGING Topics IN COMPUTING,
IEEE Systems JournaL, IEEE Access, Journal of Networks and Computer
Applications, Journal of Grid Computing, Cluster Computing, International
Journal of Communication Systems, International Journal of Information
Management, Journal of Systems and Software, Journal of Supercomputing,
IET Intelligent Transport Systems, and Renewable and Sustainable Energy
Reviews. He is also serving as a reviewer for several journals and confer-
ences. His research work is well acknowledged in national and international
conferences. One of his research articles has received an award of the best
paper in SPECTS symposium held in 2018 in France.

KHALED SALAH (Senior Member, IEEE)
received the B.S. degree in computer engineering
with a minor in computer science from Iowa State
University, USA, in 1990, and the M.S. degree
in computer systems engineering and the Ph.D.
degree in computer science from the Illinois Insti-
tute of Technology, Chicago, IL, USA, in 1994 and
2000, respectively. He has more than 220 publica-
tions and three U.S. patents, and has been giving a
number of international keynote speeches, invited
talks, tutorials, and research seminars on the subjects of Blockchain, the IoT,
fog and cloud computing, and cybersecurity. He is a member of the IEEE
Blockchain Education Commitee. He served as the Chair of the Track Chair
of IEEE GLOBECOM 2018 on Cloud Computing. He is an Associate
Editor of IEEE BrockcHAIN TEcH Briers. He is currently leading a number
of projects on how to leverage blockchain for healthcare, 5G networks,
combating deepfake videos, supply chain management, and Al.

RAJA JAYARAMAN received the bachelor’s and
master’s degrees in mathematics from India,
the M.Sc. degree in industrial engineering from
New Mexico State University, and the Ph.D.
degree in industrial engineering from Texas
Tech University. His expertise is in multicriteria
optimization techniques applied to diverse applica-
tions, including supply chain and logistics, health-
care, energy, environment, and sustainability. He is
currently an Associate Professor with the Depart-
ment of Industrial and Systems Engineering, Khalifa University, Abu Dhabi,
United Arab Emirates. His research interests are primarily focused on using
blockchain technology, systems engineering, and process optimization tech-
niques to characterize, model, and analyze complex systems with appli-
cations to supply chains, maintenance operations planning, and healthcare
delivery. His Postdoctoral Research was centered on technology adoption
and implementation of innovative practices in the healthcare supply chains
and service delivery. He has led several successful research projects and
pilot implementations in the area of supply chain data standards adoption
in the U.S. healthcare system. His research has appeared in top-rated jour-
nals, including Annals of Operations Research, IISE Transactions, Energy
Policy, Applied Energy, Knowledge Based Systems, IEEE Accgss, Journal
of Theoretical Biology, Engineering Management Journal, and others.

44926

IBRAR YAQOOB (Senior Member, IEEE)
received the Ph.D. degree in computer science
from the University of Malaya, Malaysia, in 2017.
He worked as a Research Professor with the
Department of Computer Science and Engineer-
ing, Kyung Hee University, South Korea, where he
completed his Postdoctoral Fellowship under the
prestigious grant of Brain Korea 21st Century Plus.
He worked as a Researcher and a Developer with
the Centre for Mobile Cloud Computing Research
(C4MCCR) Umversny of Malaya. He is currently working with the Depart-
ment of Electrical Engineering and Computer Science, Khalifa University,
United Arab Emirates. His research interests include big data, blockchain,
edge computing, mobile cloud computing, the Internet of Things, healthcare,
and computer networks. His numerous research articles are very famous and
among the most downloaded in top journals. He has been listed among top
researchers by Thomson Reuters (Web of Science) based on the number of
citations earned in the last five years in six categories of Computer Science.
He is also serving/served as a guest/associate editor for various journals.
He has been involved in a number of conferences and workshops in various
capacities.

MOHAMMED OMAR was an Associate Profes-
sor and a Graduate Coordinator with Clemson
University, Clemson, SC, USA, prior to joining
the Masdar Institute/KUST. He was a part of the
Founding Faculty Cohort of Clemson University
research park in Greenville, SC, USA. He is cur-
rently a Full Professor and the Founding Chair of
OH the Department of Engineering Systems and Man-
agement (now renamed Industrial and Systems
Engineering). He has more than 100 publications
in the areas of product lifecycle management, knowledge-based manufactur-
ing, and automated testing systems, in addition to authoring several books
and book chapters. He holds four U.S. and international patents. He was
named a Tennessee Valley Authority Fellow for two consecutive years during
the Ph.D. degree, in addition to being a Toyota Manufacturing Fellow. His
professional career includes a postdoctoral service at the Center for Robotics
and Manufacturing Systems CRMS, and a Visiting Scholar at the Toyota
Instrumentation and Engineering Division, Toyota Motor Company, Japan.
His group graduated seven Ph.D. dissertations and more than 35 M.Sc.
theses. Four Ph.D. students are also on academic ranks in U.S. universities.
He has also led the NSF I/UCRC Center and a part of the DoE GATE Center
of Excellence in Sustainable Mobility Systems. His current research interests
include capabilities in composite fabrication and manufacturing analytics at
the Laboratory Masdar City Campus. His current research group supported
two Postdoctoral Scholar’s Career Planning to become an Assistant Professor
with the Texas A&M (TAMUQ), in 2013, and the University of Sharjah,
in 2015. His work has been recognized by the U.S. Society of manufacturing
engineers SME through the Richard L. Kegg Award. He has also received
the SAE Foundation Award for Manufacturing Leadership. In addition,
he has received the Murray Stokely Award from the College of Engineering,
Clemson University. He also serves as the Editor-in-Chief for the Journal of
Materials Science Research (Part of the Canadian Research Center) and as
an Associate Editor for the Journal of Soft Computing (a Springer), handling
the areas of decision science and knowledge-based systems, in addition to
his membership on several editorial boards and conference organizations.
Furthermore, he serves on the Advisory Board of the Strata PJSC (part of
Mubadala Aerospace).

VOLUME 9, 2021



R. Wasim Ahmad et al.: Blockchain-Based Forward Supply Chain and Waste Management

IEEE Access

SAMER ELLAHHAM received the degree in
biology and the M.D. degree from The American
University of Beirut, Beirut, Lebanon.

He worked in Washington DC at Georgetown
University Hospital, the Washington Hospital Cen-
ter, and in several clinical and leadership positions
before moving to United Arab Emirates, in 2008.
He was the Leader of the First Pilot Interna-
tional Robust Process Improvement (RPI) project

: & by the Joint Commission Center for Transforming
Healthcare and several other similar successful performance improvement
projects at SKMC. He was recently recertified in 2017 by the American
Board of Cardiology (ABIM). He is currently a Cleveland Clinic Caregiver,
Cleveland, USA, and seconded as a Senior Cardiovascular Consultant and
the Director of Accreditation with the Quality and Safety Institute, Cleveland
Clinic, Abu Dhabi. He is an ISQua Expert, a member of the AHA Hospital
Accreditation Science Committee, a member of the European Society of
Cardiology Heart Failure Writing, a Member, and a member of the American
College of Cardiology Accreditation Foundation Board. He is also American
Board Certified in Internal Medicine, Cardiovascular Disease, and Vascular
Medicine. He is also a Certified Professional in Healthcare Quality (CPHQ)
by the National Association for Healthcare Quality (NAHQ), Certified
in Medical Quality (CMQ) by the American Board of Medical Quality
(ABMQ), certified as an EFQM Model assessor, and a Lead Trainer with
TeamSTEPPS. He is also certified in EFQM, FACMQ, FACP, FACC, FAHA,
and FCCP. He finished his internal medicine residency at Georgetown Uni-
versity Hospital, the Washington Hospital Center. He also continues to be
an active clinician. He demonstrates great skill and experience in the man-
agement of patients with heart failure, ischemic heart disease, and valvular
heart disease and led a multidisciplinary team in the care and delivery of
advanced therapies to these patients. He has unique abilities to partner and
engages local and regional referring providers. He can work in a highly
matrixed environment, possess strong leadership and organizational skills,
and have the experience of working effectively in a large health system.
He led the first AHA GWTG Heart Failure Initiative outside the USA.
He is the Champion of the AHA GWTG in the region. He has served as
the Chief Quality Officer for SKMC from 2009 to 2017. In his role, he has
led the development of a quality and program that has been successful and
visible and has been recognized internationally by several awards. As the
Chief Quality Officer and the Global Healthcare Leader, he had a focus
on ensuring that the implementation of these best practices leads to break-
through improvements in clinical quality, patient safety, patient experience,
and risk management. He was the Executive SKMC Sponsor of the American
College of Surgeons National Surgical Quality Improvement Program (ACS
NSQIP), the leading U.S.-validated, risk-adjusted, outcomes-based program
to measure and improve the quality of surgical care. SKMC is the first
multispecialty ACS NSQIP center outside the USA. He led the publication
of, first in the region, annual SKMC outcome books since 2011and he is a
strong believer in transparency in health care and external reporting. He is
an avid researcher; his research interests include heart failure, acute coronary
syndromes, frailty, dyslipidemia, accreditation, second victim phenomenon,
resilience, innovation, artificial intelligence, telehealth, blockchain, patient
flow, patient experience and engagement, lean-six sigma, patient safety,
bowtie risk management tool, and KPI management. He is a recognized
world-leader in these fields.

Dr. Ellahham is a Fellow of the American College of Cardiology, Amer-
ican Heart Association, American College of Chest Physicians, American
College of Physicians, and American College of Medical Quality. He fin-
ished his fellowship in Cardiology at the Virginia Commonwealth Univer-
sity Health System, Richmond, VA, USA. He is a Key Member of Heart
Failure and Transplant, Adult Congenital and Pediatric Cardiology, Cardio-
oncology, Innovation, Quality, and Peripheral Vascular Disease Sections.
He is a Distinguished Fellow of the New Westminster College in British
Columbia, Canada, and an Advisory Board Member of the University of
Wollongong, Dubai. He was the Middle East Representative of the JCI
Standards Subcommittee and a member on the Editorial Advisory Board
of the Joint Commission Journal on Quality and Patient Safety. He was
a Reviewer of HCAC Cardiac Quality and Safety Standards. He has been
a Champion and a Leader of the use of Lean, Six Sigma, and Change

VOLUME 9, 2021

Management to improve healthcare quality and has numerous publications
in this area. He is a Lean Six Sigma Master Black Belt Certified. He is an
American Society of Quality (ASQ) trainer in Lean and Six Sigma both green
and black belt. He is a recognized innovative leader in quality, safety, patient
experience, artificial intelligence, blockchain, telehealth, clinical cardiology,
and the use of robust performance improvement in improving healthcare
delivery. He serves on several U.S. and international prestigious commit-
tees and advisory bodies. He was a recipient of the AHA GWTG Award
in Wash, DC, USA. He received several research awards, including the
DuPont Pharmaceuticals Research Award, the ACCP 58th Annual Scientific
Assembly, Young Investigator Award, the Alfred Soffer Research Award,
Finalist, the First Young Investigator Award of 12th Annual Meeting of the
Mediterranean Association of Cardiology and Cardiac Surgery, the Ameri-
can Heart Association Get With the Guidelines Award, the SKMC Infection
Prevention Award in 2011 and 2012, the Sheikh Khalifa Excellence Award
in 2014, the Quality Leadership Award from the World Quality Congress and
awards, the Business Leadership Excellence Award from World Leadership
Congress in 2015, one the nominees for Safe Care magazine Person of the
Year in the United States, the Dubai Quality Award in 2015, and the Sheikh
Khalifa Excellence Golden Award in 2015. He is the Middle East Regional
Chair of the Patient Safety Movement Foundation. He is the Eminent Editor
of The Journal of Cardiology & Cardiovascular Therapy and the Associate
Editor of the American Journal of Medical Quality. In addition, he serves
on the Editorial Board of Journal of Thoracic Disease and Cardiothoracic
Surgery, Developments in Clinical & Medical Pathology (DCMP), the Joint
Commission Journal on Quality and Patient Safety, Telehealth and Medicine
Today (TMT), Blockchain Journal (BHTY), Medical Science, Open Journal
of Cardiatic Research, UPI Journal of Pharmaceutical, Medical and Health
Sciences (UPI-JPMHS), Open Access Research in Anatomy, Gerontology
& Geriatrics studies, Open Access Journal of Clinical Trials, Hypertension
Today Journal, Focus on Hypertension Journal, Journal of Heart Health,
Cardiovascular Pharmacology, Scientific Research and Community, Journal
of Surgery and Surgical Procedures, EC Cardiology, Journal of Cardio-
vascular and Pulmonary Medicine, and Canadian Journal of Biomedical
Research. He is also a Reviewer of several peer-reviewed journals, includ-
ing Joint Commission Journal on Quality and Patient Safety, International
Journal of Quality & Reliability Management, the Journal of the Ameri-
can College of Cardiology, the American Heart Journal, Annals of Inter-
nal Medicine, Archives of Internal Medicine, Chest, Circulation, Clinical
Cardiology, Chest, Lancet, Diabetes Care, Archives of Internal Medicine,
Endocrinology and Metabolism, European Journal of Heart Failure, Con-
gestive Heart Failure Journal, Journal of Nuclear Cardiology, the Journal
of Transplant Coordination, the Journal of Cardiovascular Pharmacology,
the Southern Medical Journal, European Journal of Innovation Manage-
ment, The Anatolian Journal of Cardiology, and npj Digital Medicine.
He enjoys volunteering, tennis, healthy lifestyle, innovation, teaching, and
future health.

44927



